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KHAI NIEM VA TU VIET TAT

Anycast
Cach thirc guri goi tin dén mot dich bat ky trong mot nhém cac may.
APNIC

Asia Pacific Network Information Centre. Tb chtic quan 1y dia chi IP, s6 hiéu mang
cap vung, phu trach khu vuc Chau A — Thai Binh Duong.

Blacklist
Danh sach “den”, cac vung dia chi vi pham.

Broadcast
Mot g6i tin c6 dia chi dich broadcast s& dugc truyén tai téi va dugc xir Iy bai moi may
trong mot mang.

DHCP

Dynamic Host Configuration Protocol - Thi tuc cdu hinh dja chi dong, cap dia chi
tam thoi cho IPv4 host. Bugc st dung cho phép mot IPv4 host tim dia chi IP va
nhirng thong tin khac nhu may chu tén mién noi bo, ma khdéng can téi cau hinh thu
cong va luu trit nhitng théng tin ndy trén may.

DHCPv6

Dynamic Host Configuration Protocol version 6 - Thu tuc cdu hinh dia chi dong phién
ban 6.

IANA

Internet Assigned Numbers Authority - T6 chic quan Iy tai nguyén s6 (dia chi IP, s6
protocol, so port...) quoc té

ICANN

Internet Corporation for Assigned Names and Numbers. To chirc phi loi nhuan, dam
nhiém vai tro quan 1y vé tai nguyén sé (dia chi IP, cac thong s6 thu tuc) va tén (h¢
thdng tén mién), déng thoi quan ly hé thong may chua tén mién root toan cau.

IETF

Internet Engineering Taskforce - T chuc tidu chuan ho4, viét cac tai liu tiéu chuan
hoa (RFC) phuc vu hoat dong Internet toan cau.

IPv4

Internet qProgocoI version 4 — Phién ban 4 cua thﬁ‘ tuc Internet. Hién dang duoc sir
dung pho bién trong hoat dong mang Internet toan cau.

IPv6

Internet Protocol version 6 — Phién ban 6 cua tha tuc Internet, duoc phat trién nham
thay theé IPv4, khac phuc nhitng han che cua phién ban IPv4 va cai thién thém nhicu
dac tinh mai.

Multicast
Cong nghé cho phép giri mot goi tin IP dong thoi téi mot nhom xac dinh cac thiét bi
mang. CAac thiét bi mang nay co thé thuoc nhiéu té chae va dinh vi ¢ cac vi tri dia ly
khac nhau.
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NIR

Prefix

RFC

National Internet Registry: T6 chac quan 1y dia chi cap quéc gia

La mot khéi dia chi IPv4 hoic IPv6, dugc quyét dinh bang viéc ¢é dinh mot sé bit dau
tién cua dia chi. Vi du 203.119.9.0/24 1a tap hop cac dia chi IPv4 tir 203.119.9.0 dén
203.119.9.255. Béi vai IPv6, 2000::/3 14 tap hop cac dia chi IPv6 c6 ba bit dau tién 1
001 (chit c4i hexa dau tién trong dia chi 1a 2 hoic 3).

Request For Comments - Nhiing tai liéu tiéu chuan cho Internet, dugc soan thao va
xuat ban bai IETF.

RIPE NCC

RIR

Réseaux IP Européens To chic quan 1y dia chi IP, sb hiéu mang cap viing, phu trach
khu vuc Chau Au.

Regional Internet Registry - To chirc quan ly va phan b dia chi IP cap ving cho cac
hoat dong Internet. Nhitng to chirc nay ciing c6 nhirng vai tro trong viéc hd tro quan
1y co s6 ha tang Internet va phat trién chinh sach quan 1y tai nguyén dia chi IP, sb hiéu
mang ASN.

Unicast

Céch thic giri g6i tin thdng thuong. Trong do6 géi tin chi dwoc giri dén mot dich duy
nhat. Nhitng cach thurc giri géi tin khac bao gom anycast, broadcast va multicast
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LOI NOI PAU

Dia chi IPv4 da can kiét. IPv6 1a thé hé dia chi tiép theo dugc phat trién,
thuc day st dung dé thay thé cho IPv4 tiép ndi hoat dong Internet. Vi chiéu dai
128 bit, IPv6 cung cdp mot khong gian dia chi khong 16 di dé dam bao cho nhu
cau phat trién dai han cuaa Internet toan cau. IPv6 duogc thiét ké va cau tric khac
biét so véi IPv4, chinh vi vay, viéc quy hoach, quan ly, st dung dia chi ciing co6
nhiéu diém khac biét.

Dé hd trg céc to chuce da duoc cip phat IPV6 tai Viét Nam trong viéc dua dia
chi vao sir dung thuc té, gop phan thuc hién tét cac nhiém vu cua Ké hoach Hanh
dong Quéc gia vé IPv6, Trung tdm Internet Viét Nam (VNNIC) bién soan tai liéu
huéng dan vé quy hoach, quan ly, sir dung dia chi IPv6. Tai liéu hudng dan cac to
chtre thanh vién dia chi da duoc cip ving IPv6 cac nguyén tic co ban trong phan
hoach dia chi IPv6 cho mang lu6i, su khac biét dbi voi IPv4, cac kinh nghiém va
cac diém can luu ¥ trong qua trinh phan hoach tai nguyén dia chi, bén canh d6 1a
cac phuong thire danh sé va quan 1y dia chi cho cac may tram, may chu, thiét bi
trén mang ludi va cac van dé can nam bat, cach thic xir Iy van dé phat sinh trong
qua trinh sur dung dia chi IPv6, dap tmg cac quy dinh quan ly cia Viét Nam va khu
vuc.

Tai liéu 1a nguon tham khao phi hop cho céac cac can bo ky thuat, quan ly
mang thyc hién cong tac phan hoach, quan 1y dia chi mang ludi ciia céc to chirc, da
c6 kinh nghiém kién thirc 1am viéc véi thé hé dia chi IPv4.

Ban quyén thugc Trung tam Internet Viét Nam http://www.vnnic.vn



Hwéng dan quy hoach, quadn ly, str dung dia chi IPv6

CHUONG 1: THONG TIN CO BAN VE PIA CHI IPV6

1.1 Giéi thiéu vé IPv6

IPv6 (Internet Protocol Version 6) la phién ban dia chi Internet méi, duoc
thiét ké dé thay thé cho phién ban IPv4, véi hai muc dich co ban: Khic phuc céc
nhuoc diém trong thiét ké cua dia chi IPv4 va thay thé cho nguédn dia chi IPv4 can
kiét dé phat trién ha tang thdng tin va Internet bén viing.

Dic diém co ban so sanh IPv4 — IPV6:

Loai diachi | Khéng gian diachi | Dinh dang — cach viét dja chi

IPv4 2%2=4.3*10° 203.110.0.1

IPV6 21%8= 3 4%10°® 2001:2104:ACOD::1

1.2. Biéu dién dia chi IPv6.

Dia chi IPv6 duoc biéu dién dudi dang mot day chir s6 hexa. Dé biéu dién
128 bit nhi phan IPv6 thanh day chir s6 hexa decimal, nguoi ta chia 128 bit nay
thanh cac nhém 4 bit, chuyén dbi titng nhdm 4 bit thanh sé hexa twong ung va
nhom 4 sé hexa thanh mot nhoém phan cach boi dau “:”. Két qua, mot dia chi IPv6
duogc biéu dién thanh mot day sé gom 8 nhdm sb hexa cach nhau bang dau “:”, mdi
nhom gom 4 chir sé hexa.

bia chi IPVé6: 128 bit

0010 0000 ..00.. 1100 1011 1010 0010 0011 1001 1011 0111

!

32 cum 4 bit = 32 chit sé hexa = 8 cum 4 chit s hexa

}

2000:0000:0000:0000:0000:0000:CBA2:39B7

Day 32 chir s6 hexa ciia mot dia chi IPv6 c6 thé cé rat nhiéu chir s6 0 di lién
nhau. Néu viét toan bo va day da nhitng con sb nay thi day sé biéu dién dia chi
IPv6 thuong rat dai. Do vay, ¢ thé rut gon cach viét dia chi IPv6 theo hai quy tac
sau day:

- Quy tic 1: Trong mot nhém 4 sé hexa, c6 thé bo bét nhitng s6 0 bén
trai. Vi du cum s6 “0000” c6 thé viét thanh “0”, cum s6 “09C0” cd
thé viét thanh “9C0”
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- Quy tic 2: Trong ca dia chi IPv6, mot s6 nhdm lién nhau chira toan sé
0 c6 thé khong viét va chi viét thanh “::”. Tuy nhién, chi duoc thay
thé mot lan nhu vay trong toan bo mot dia chi IPv6. Diéu nay rat dé
hiéu do néu thyc hién thay thé hai hay nhiéu lan cac nhém sé 0 bang
“.” & khong thé biét duoc sd cac sé 0 trong mot cum “::” dé tir d6
khdi phuc lai chinh x4c dia chi IPv6 ban dau.

Vi du, dia chi “2031:0000:130F:0000:0000:09C0:876A:130B” ap dung quy
tac thu gon tha nhat c6 thé viét lai thanh “2031:0:130F:0:0:9C0:876A:130B”. Ap
dung quy tic rit gon tha hai c6 thé viét lai thanh “2031:0:130F::9C0:876A:130B”.

Mot dai dia chi IPv6 duoc viét dudi dang mot dia chi IPv6 di kém vai s6 bit
xéac dinh s6 bit phan mang (bit tién t&), nhu sau: Dia chi IPv6/s6 bit mang

Vi du:

- Vung dia chi FF:/8 twong Gng Vv&i dai dia chi bat dau tur
FF00:0:0:0:0:0:0:0 dén
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF.

- Vung dia chi 2001:DC8:0:0::/64 tuwong ung voi dai dia chi bat dau tur
2001:0DC8:0:0:0:0:0:0 dén 2001:0DC8:0:0:FFFF:FFFF:FFFF:FFFF.

1.3. Cau tric cia dia chi IPv6

Cau triic chung cua mot dia chi IPv6 thudng thay nhu sau (mot sé dang dia
chi IPv6 khong tuan theo ciu tric nay):

128 bit
64 bit
Tién té (prefix) 64 —n bit Dinh danh giao dién
n bit (INTERFACE ID)

Hinh 1: Cdu tric thuong thdy ciia mét dia chi 1PV6.

Trong 128 bit dia chi IPv6, c6 mét sb bit thuc hién chirc nang xac dinh. Pay
1a diém khéc biét so véi dia chi IPv4:

e Bit xac dinh loai dja chi IPv6 (bit tién t6 - prefix):
Pé phan loai dja chi, mot sé bit dau trong dia chi IPv6 duoc danh riéng dé

xac dinh dang dia chi, dugc goi la cac bit tién to (prefix). Cac bit tién t6 nay s&
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quyét dinh dia chi thuoc loai nao va sb luong dia chi d6 trong khong gian chung
IPV6.

Vi du: 8 bit tién té “1111 11117 tac “FF” xac dinh dang dia chi multicast.
Ba bit tién t6 “001” xac dinh dang dia chi unicast dinh danh toan cau.

e (Cac bit dinh danh giao dién (interface 1D):

Ngoai trir dja chi multicast va mot s6 dang dia chi cho muc dich dac biét, dia
chi IPv6 déu c6 64 bit cudi cung duoc st dung dé xac dinh mot giao dién duy nhat
trén mot duong két ndi (twong duong véi mot mang con “subnet”). Nhu vay, mot
phan mang con nho nhat caa dia chi IPV6 s& c6 kich thudc /64,

Dinh danh giao dién 1a 64 bit cudi cung trong mot dia chi IPv6 va co thé
duoc cau thanh ty dong theo mét trong nhitng céch thirc sau day:

e Anh xa tir dang thuc dia chi EUI-64 cua giao dién.

e Ty dong tao mot cach ngau nhién

e Gan giao dién bang tha tuc gan dia chi DHCPv6
1.4. Cac dang dia chi IPv6

1.4.1 Phén loai dia chi IPv6

Khong gian IPv6 duoc phan chia thanh rat nhiéu dang dia chi. Mdi dang dia chi c¢6
chtrc nang nhét dinh trong phyc vu giao tiép. C6 dang chi str dung trong giao tiép
ndi bo trén mot dudong két ndi, co dang sir dung trong két ndi toan cau.

Dia chi IPv6 khong con duy tri khai niém broadcast. Theo cach thure goi tin dugc
guri dén dich, IPv6 bao gém ba loai dia chi sau:

- Unicast: Bia chi unicast xac dinh mot giao dién duy nhat. Trong mo
hinh dinh tuyén, cc goi tin c6 dia chi dich 1a dia chi unicast chi duoc
gui t6i mot giao dién duy nhit. Dia chi unicast dugc sir dung trong
giao tiép mot — mot

- Multicast: Pia chi multicast dinh danh mot nhém nhiéu giao dién.
Goi tin c6 dia chi dich 1a dia chi multicast s& duoc giri ti tat ca cac
giao dién trong nhom duoc gan dia chi d6. Pia chi multicast duoc st
dung trong giao tiép mot — nhiéu.

Trong dia chi IPv6 khong con tdn tai khai niém dia chi broadcast.
Moi chuc nang cua dia chi broadcast trong IPv4 dugc dam nhi¢m
thay thé boi dia chi IPv6 multicast. Vi du chitc ning broadcast trong
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mot mang cua dia chi IPv4 dugc ddm nhi¢m béng mot loai dia chi
multicast IPv6 c6 tén goi dia chi multicast moi node pham vi link
(FF02::1)

- Anycast: Anycast la khai niém méi cua dia chi IPv6. Dia chi anycast
cling xac dinh tap hop nhiéu giao dién. Tuy nhién, trong mé hinh dinh
tuyén, g0i tin c6 dia chi dich anycast chi dugc gui to1 mot giao dién
duy nhat trong tap hop. Giao dién dé 1a giao dién “gan nhat” theo
khai niém cua thu tuc dinh tuyén.

1.4.2 Dia chi UNICAST

Pia chi unicast bao gom nam dang sau déy:
1) Pia chi dac biét
2) Bija chi Link-local
3) BPia chi Site-local
4) Dia chi dinh danh toan cau (Global unicast address)
5) Dia chi twong thich (Compatibility address)

a. Pia chi dac biét
IPV6 sir dung hai dia chi dic biét sau day trong giao tiép:

0:0:0:0:0:0:0:0 hay con duoc viét "*::*" 1a loai dia chi “khong dinh danh”
dugc IPv6 node sir dung dé thé hién rang hién tai n6 khong co dia chi. Dia
chi “::” dugc sir dung 1am dia chi ngudn cho cac goi tin trong quy trinh hoat
dong cua mot IPv6 node khi tién hanh kiém tra xem c¢6 mot node nao khac
trén cung duong két ndi da st dung dia chi IPv6 ma n6 dang du dinh ding
hay chua. Pia chi nay khéng bao gio duoc gin cho mot giao dién hoic duoc
sir dung lam dia chi dich.
0:0:0:0:0:0:0:1 hay *::1" duoc st dung lam dia chi xac dinh giao dién
loopback, cho phép mét node guri goi tin cho chinh né, twong duong vai dia
chi 127.0.0.1 cua IPv4. Cac go6i tin ¢6 dia chi dich ::1 khong bao gio duoc
gui trén duong két ndi hay chuyén tiép di boi router. Pham vi cia dang dia
chi nay la pham vi node
b. Bia chi link-local
Link-local 1a loai dia chi phuc vu cho giao tiép noi bo, giita cac IPv6 node trén
cuing mot duong két ndi. IPv6 dugc thiét ké vai tinh nang “plug-and-play”, tirc kha

Ban quyén thugc Trung tam Internet Viét Nam http://www.vnnic.vn



Hwéng dan quy hoach, quadn ly, str dung dia chi IPv6

nang cho phép IPv6 host tu dong ciu hinh dia chi, cac tham sé phuc vu giao tiép
bat dau tir chua c6 thong tin cdu hinh nao. Tinh ning d6 co duoc 1a nho IPV6 node
lubn ludn c6 kha ning ty dong cau hinh nén mot dang dia chi st dung giao tiép noi
bo. D6 chinh 1a dia chi link-local.

Pia chi link-local ludn dugc node 1Pv6 cau hinh mot cach ty dong, khi bat dau hoat
dong, ngay ca khi khong co su ton tai cia moi loai dia chi unicast khac . bia chi
nay c6 pham vi trén mot duong link, phuc vu cho giao tiép gitra cac node 1an can.
S& di IPv6 node c6 thé ty dong cdu hinh dia chi link-local 1a do 1Pv6 node cd thé tu
ddng ciu hinh 64 bit dinh danh giao dién. bia chi link-local duoc tao nén tir 64 bit
dinh danh giao dién linterface 1D) va mét tién t (prefix) quy dinh san cho dia chi
link-local 1a FE80::/10. Pia chi link-local bat dau bai 10 bit tién t FE80::/10, theo
sau bai 54 bit 0. 64 bit con lai 1a dinh danh giao dién.

Khi khdng c0 router, cdc node IPv6 trén mot duong link sé sir dung dia chi link-
local dé giao tiép voi nhau. Pham vi caa dang dija chi unicast nay Ia trén mot duong
két ndi (pham vi link).

10 Bits 54 Bits 64 Bits
- |+

1111 1110 10 ooa,,.000 Interface 1D

Hinh 2: Cdu tric dia chi link-local

c. Dia chi site-local

Trong thoi ky ban dau caa IPv6, dang dia chi IPV6 Site-local duoc thiét ké vai muc
dich st dung trong pham vi mot mang, twong dwong vadi dia chi dung riéng
(private) caa IPv4. Pham vi tinh duy nhat cua dang dia chi nay 1a pham vi trong
mot mang dung riéng (vi du mot mang office, mot t6 hop mang office ciia mot t6
chuc...). Céc router bién IPv6 khdng chuyén tiép géi tin co dia chi site-local ra khoi
pham vi mang riéng cua t6 chic. Do vay, mot ving dia chi site-local ¢6 thé duoc
ding trung 1ap boi nhiéu té chirc ma khong gy xung dot dinh tuyén 1Pv6 toan cau.

< 10 Bits > 38 Biuts > | 16 Bits > & Bits >

1111 1110411 ooo,...000 Subnet ID Interface ID

Hinh 3: Cdu tric dia chi Site-local
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Dia chi site-local bat d¢au bang 10 bit prefix FECO0::/10. Tiép theo 1a 38 bit 0 va 16
bit ma t6 chirc c6 thé phan chia subnet, dinh tuyén trong pham vi site cua minh. 64
bit cudi 1a 64 bit dinh danh giao dién cu thé trong mot subnet.

Dia chi Site-local dugc dinh nghia trong thoi ky dau phat trién 1Pv6. Trong qué
trinh st dung IPV6, ngudi ta nhan thiy nhu cau s dung dia chi dang site-local
trong twong lai phat trién cua thé hé dia chi IPv6 1a khong thuc té va khong can
thiét. Do vay, IETF d4 sira d6i RFC3513, loai bo di dang dia chi site-local.

d. Pia chi unicast dinh danh toan cau (Global unicast address)

Dbay la dang dia chi twong duong véi dia chi IPv4 public dang sir dung cho mang
Internet toan cau. Tinh duy nhét cua dang dia chi nay duoc dam bao trong pham vi
toan cau. Ching dugc dinh tuyén va co thé lién két toi trén pham vi toan bo mang
Internet. Viéc phan bd va cap phét dang dia chi nay do hé thdng céc t6 chic quan
ly dia chi qudc t& dam nhiém.

Dia chi unicast toan cau c6 tién t6 prefix bao gém ba bit 001::/3. Pham vi tinh duy
nhat cua dia chi unicast dinh danh toan cau la toan bo mang Internet IPv6.

Nhu chiing ta di biét, node IPv6 ngay tir khi khoi tao da c6 kha ning giao tiép, do
ludn co kha nang tu dong tao nén dang dia chi link-local. Tuy nhién véi dia chi
nay, node chi c6 thé thuc hién giao tiép trong pham vi mot duong két néi. Bé co
giao tiép toan cau, IPv6 node can duoc gan it nhat mot dia chi unicast dinh danh
toan cau. Ciing nhu IPv4, dia chi nay c6 thé duoc cau hinh bang tay cho node. Tuy
nhién, giao thuc IPv6 duoc thiét ké véi dac tinh hd trg IPv6 node kha ning tim
kiém va ty dong gan dia chi unicast dinh danh toan cau, qua nhiing giao tiép noi
bo.

Khong nhu dia chi IPv4, véi cau triic dinh tuyén vira phan cap, vira khéng phan
cap, dia chi Internet IPv6 dugc cai tién trong thiét ké dé dam bao c6 mot cau tric
dinh tuyén va danh dia chi phan cap r6 rang.

CAu trtc dia chi Unicast dinh danh toan cau:

43 Bits

- 45 Bits > | . 16 Rits > | o Bits -

ool Global Routing Prefix Subnet ID Interface IO

Hinh 4: Cdu tric dia chi Unicast toan cau

Ban quyén thugc Trung tam Internet Viét Nam http://www.vnnic.vn

13



Hwéng dan quy hoach, quadn ly, str dung dia chi IPv6

Dia chi unicast dinh danh toan ciu duoc bat dau véi 3 bit tién t6 001.

Theo céch thirc biéu dién dang sé hexa, hién nay hoat dong lién két mang IPv6
toan cau dang st dung dia chi thuoc viing 2000::/3 (bat dau tir 2000:0:0:0:0:0:0:0
dén 3FFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), do hé théng to chuc quan ly
dia chi IP qudc té cap phat, phan bo lai cho hoat dong Internet toan cau. Néu mot
dia chi IPv6, duoc bat dau bai 2000::/3, ching ta biét d6 1a ving dia chi dinh tuyén
toan cau.

Trong thoi gian dau tién st dung dia chi IPv6, IANA cip phét trong ving
2001::/16 cho hoat dong Internet IPv6. Téi thoi diém hién nay, nhu cau sir dung
IPv6 gia ting, cac vung dia chi khac bat dau duoc cp phat, nhu 2400::/16.

Pia chi Unicast dinh danh toan cdu chinh la khéng gian dia chi IPv6 duwoc cac
té chizc quan 1y tai nguyén IP/ASN qudan ly va phan bé lai cho céc té chizc tham
gia hoat dong Internet. Viéc phan hoach, qudn Iy dwoc dé cdp trong tai liéu
hwéng ddn nay la dé hé tro cac té chirc c6 thé xay dung ké hoach tai nguyén
khi dwa vao sir dung ving dia chi IPv6 Unicast dinh danh toan cau ma minh da
dwoC cap phat.

Trong c&c muc sap téi, khai niém “dia chi IPv6” dwoc dé cap la cach viét thu
gon cua “dia chi IPv6 dinh danh toan cau .

1.5.  Phén cip quan Iy va phin bo dia chi IPv6
1.5.1 Mb hinh quan ly dia chi Internet (IPv4/IPv6) toan cau

Theo mé hinh chung, khong gian dia chi IP cac loai va s hiéu mang duoc
quan ly thong nhat boi to chitc IANA. IANA sau d6 cap cac khong gian dia chi lon
theo /8 dbi véi IPv4, /12 dbi véi IPV6 va ting khdi 1024 sé d6i vai ASN cho céac to
chtrc quan 1y tai nguyén cap khu vuc (Regional Internet Registry - RIR). Cac RIR
sau d6 chiu trach nhiém quan ly, phan b cac khéi dia chi va sé nhan duoc tur
IANA trong pham vi khu vic ma minh phuy trach. Té chac quan 1y dia chi khu vuc
Chau A — Thai Binh Duong 1a Trung tdm mang khu vuc Chau A — Thai Binh
Duong (APNIC). Trong khu vuc, APNIC uy quyén quan 1y dia chi trong pham vi
qudc gia cho mot sé To chire quan 1y dia chi qudc gia (National Internet Registry —
NIR). Trung tdm Internet Viét Nam (VNNIC) dugc cong nhan la NIR tai Viét
Nam.
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Mational Internet Registries b Local Internet Registries

B Internet Service Providers B End Users

Hinh 5: Phén cdp quan Iy dia chi IP toan cau
1.5.2. Xin cip dia chi IPV6 tai Viét Nam

Khi ¢6 nhu cau dang ky sir dung IP, c4c t6 chuc Viét Nam c6 thé xin cap tir
mét trong hai ngudn sau day:

a. Tai cac nha cung cip dich vu Internet (ISP).

Hién tai 100% cac nha cung cip dich vu Internet 16n ¢ Viét Nam déu da sin
sang vé tai nguyén dia chi IPv6 dé cung cap cho khach hang. Khach hang két ndi
cua cac ISP nay co thé lién hé véi cac nha cung cap dich vy cia minh dé xin cap
dia chi IPv6. Tuy nhién, ciing giéng nhu IPv4, dia chi IPv6 cap tir ISP 1a dia chi
phu thudc. Co nghia 1a khi khach hang khong ky hop dong dau néi véi ISP nira,
khach hang phai tra lai ving dia chi IPv6 di xin cho ISP va chuyén sang sir dung
IPv6 caa nha cung cap dich vy méi.

b. Tai Trung tam Internet Viét Nam (VNNIC).

Trung tam Internet Viét Nam (VNNIC) 12 t6 chtic quan 1y dia chi cap quéc
gia, quan ly théng nhat toan bo khong gian dia chi (IPv4, IPv6) tai Viét Nam. Toan
bo cac ISP tai Viét Nam st dung cac ving dia chi IP cap phét tir VNNIC dé phuc
vu cho hoat dong mang va cap lai cho khach hang. Ciing giéng nhu IPv4, dia chi
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IPv6 dugc cap tir VNNIC 1a dia chi doc 1ap. Té chirc da duoc cap dia chi IPv6 co
thé mang ving dia chi da cap két néi téi bat ky nha cung cap dich vu két ndi nao.

Theo quy dinh tai thong tu s6 189/2010/TT-BTC ngay 24/11/2010 cua B0
Tai chinh quy dinh vé phi, 1& phi tén mién quy dinh mac thu, ché do thu, nop va
quan ly st dung phi, 1& phi tn mién qudc gia va dia chi Internet cua Viét Nam, céc
t6 chirc da dugc Cép va dang duy tri st dung dia chi IPv4 s¢ c6 quyén loi dugc s
dung mién phi mot luong dia chi IPv6 twong ung véi sb luong dia chi IPv4 dang
duy tri.

Quy dinh, quy trinh tha tuc xin cip IPv6 duoc cdng bd tai Website:
www.diachiip.vn.

1.6.  Tiéu chuin héa dia chi IPv6 va cac khuyén nghi vé tuin thu tiéu
chuan IPv6.

Y tuong vé viéc phét trién giao thic Internet méi thay thé IPv4 dugc gidi
thiéu tai cuoc hop IETF ngay 25 thang 7 nam 1994, trong RFC1752%, gii thiéu thu
tuc IP phién ban mai. Sau nhiéu nim nghién cru, nhitng hoat dong co ban cuaa thé
hé dia chi nay da duoc dinh nghia va cong bd nam 1998 trong mot chudi tai liéu
tiéu chuan tir RFC2460 t6i RFC2467. Tiép theo, IETF cong bé RFC2373% md ta
cau trac dia chi IP phién ban 6 va RFC2374°, md ta dang dia chi IPv6 dinh danh
toan cau. Trai qua thoi gian dai diéu chinh, ca hai tai liéu nay duoc thay thé cap
nhat bai hai RFC méi. P6 1a RFC3513*, cau trac danh dia chi IP phién ban 6 va
RFC3587°, md ta dang thirc dia chi IPv6 dinh danh va dinh tuyén toan ciu. Bdng
thoi, rat nhiéu RFC khac dugc cong bd, dinh nghia tiéu chuan héa cho nhitng chuc
ning cua IPv6, mo ta phién ban moi hd trg IPv6 cho cac dich vy nhu DNS,
DHCP...

Thoi diém hién nay, nhitng tiéu chuan co ban cho hoat déng caa giao thirc
Internet phién ban 6 da duoc hoan thién. Tai liéu chuan hda cac dic tinh gia ting,
cac tiéu chuan mo rong da va dang duoc tiép tuc phat trién, stra d6i nham dap tng
y&u cau thuc té.

Pé dam bao hoat dong 6n dinh caa tha tuc IPV6 trén mang ludi va dich vy,
nhiéu t6 chac chuyén gia qudc té da tién hanh cac nghién ciu va dua ra khuyén
nghi vé yéu cau phai dam bao tuan thu cac dic tinh quy dinh bai bo RFC 1Pv6 doi

! RFC1752 - The Recommendation for the IP Next Generation Protocol
2 RFC2373 - IP Version 6 Addressing Architecture

3 RFC2374 - An IPv6 Aggregatable Global Unicast Address Format

4 RFC3513 - Internet Protocol Version 6 (IPv6) Addressing Architecture
5 RFC3587 - IPv6 Global Unicast Address Format
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véi mot sé thé thirc md hinh mang (goi 12 tai liéu dic ta khuyén nghi vé tha tuc
IPv6).

T chuc sir dung IPv6 c6 thé tham khao bd bo dic ta duge ban hanh bai Uy
ban khuyén nghi tiéu chuan vién théng cua Co quan quan ly vién théng Singapore
IDA. Tai lidu c6 tiéu dé “Singapore Internet Protocol Version 6 (IPv6) Profile —
Singapore, dugc cung cap tai Website cua IDA: http://www.ida.gov.sg.

Théng tin chi tiét vé tai liéu tiéu chuan héa IPv6 dugc cung cap tai trang
web cia nhém 1am viéc vé IPv6 caa IETF (http://www.ietf.org/html.charters/IPv6-
charter.html) va nhitng nhém 1am viéc khac lién quan dén I1Pv6 cua IETF.
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CHUONG 2: HUONG DAN VE PHAN HOACH VA SU DUNG
PIA CHI IPV6 CHO MANG LUOI.

Xay dung ké hoach phan bé dia chi cho mang lu6i (phan hoach dija chi) 1a
viéc 1am can thiét cua moi t6 chirc khi dwa ving dia chi da duoc cip phat, phan bo
vao sir dung. Mot t6 chirc dd c6 mang ludi IPv4 tat yéu da ¢ san mot ké hoach dia
chi IPv4 cho m6 hinh mang (network topology). Sang thoi ky can kiét 1Pv4, khi
trién khai st dung IPv6, s& that tién lgi néu c6 thé sir dung ludn so dd phan hoach
cua IPv4 dé chuyén ddi &4p dung sang IPv6. Tuy nhién diéu nay la khdng thé do cac
dic trung khac biét trong thiét ké va hoat dong cua hai thé hé dia chi Internet. Vi
vay, té chirc can co cac dinh hudng suy nghi riéng dé quy hoach sir dung IPv6 mot
cach tt nhat, nhiam xay dung mot ké hoach phan hoach dia chi phi hgp cho mang
lui.

2.1. Muc tiéu trong phan hoach vung dia chi IPv6. Su khac biét so véi
phan hoach IPv4

Phan hoach dia chi IPv4 han ché t6 chtc sir dung dia chi trong mét sé tiy
chon nhét dinh do sy han ché cua sé luong IPv4. Bia chi IPv4 dugc phan hoach
cha yéu theo hiéu qua sir dung dia chi. Yéu t6 co ban dé phan mang con (subnet)
trong 1Pv4 1a dua trén sb luong host thudc vé subnet.

Trong phan hoach dia chi IPv6, day khong con 1a cac yéu té hang dau diéu
khién toan b viéc tao ké hoach phan hoach dia chi, thay vi d6 1a viéc bao quéat mo
hinh mang, phac thao ké hoach an ninh an toan va tinh thuan lgi gian tién trong
viéc quan tri, van hanh.

Luong dia chi khong 16 ciing vai viéc IPv6 duoc thiét ké c6 mot sé quy dinh
co ban vé cau trac danh sé (vi du dinh danh giao dién 64 bit) ¢é phuc vu cho céc
thu tuc hoat dong thiét yéu khién cho viéc chuan bi mot ké hoach phan hoach dia
chi toi wu 1a rat can thiét. Khi phan hoach dia chi IPv6, to chtc phai tam quén mot
s nguyén tac, ciing nhu cac thoi quen st dung quéa thong dung dén muc tré thanh
nguyén ly cia IPv4 . Vi du nhu viéc gan prefix /30 cho duong két nbi. Boi véi
IPv6, mic du chi sir dung c6 2 dia chi, nhung cac khuyén nghi déu khang dinh can
quy hoach danh ca /64 ( 2°* dia chi cho duong két néi).

Mot ké hoach dia chi pht hop 1a nhan té hd tro déc luc cho cong tac quan Iy
mang. Ké hoach phan hoach IPv6 hiéu qua can ¢am bao duoc cac muc tiéu:
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- Chinh s&ch an ninh bao mat c6 thé dé dang thuc hién. D& dang cau hinh
access list va firewall.

- Pia chi d& dang dugc tra vét. Trong cau tric phan hoach dia chi c6 théng tin
giap xac dinh r6 loai muc dich st dung (use type) hoac vi tri ma dia chi d6
duoc st dung.

- Ké hoach dia chi c6 kha ning mé réng.Cé quy hoach danh cho muc dich str
dung mai va vi tri mai.

Pé thuc hién dugc mot ké hoach phan hoach vang dia chi IPv6 t6i wu, nguoi
phu trach phai xac dinh duoc mét sé lwa chon cu thé. Tuy nhién, viéc ¢ gang dat
duoc sy hiéu qua trong phan hoach theo muc dich va mé hinh sir dung cé thé dan
t6i sy “lang phi” mot luong 16n tai nguyén dia chi. Viéc can thiét 1a can nhic mot
cach hiéu qua nhat md hinh phan hoach dia chi . Tai liéu hudng dan nay sé& gidp
c4c t6 chuc sir dung tai nguyén xac dinh dwoc cac tinh than nguyén tic co ban
trong phan hoach vung dia chi IPv6.

2.2.  Cau tric co ban trong phan hoach dia chi

V& co ban, phan hoach dia chi 14 cin ctr mot s6 yéu té co ban cua mang ludi

(md hinh - topology mang; chinh sach dinh tuyén — routing policy; chinh sach bao
mat — security plan) dé xac dinh cac thdng s6 va phan chia ving dia chi géc thanh
cac khdi phu hop véi mé hinh mang. Trong d6, co ban nhat I1a cac thdng s6 vé vi tri
(location), dang muc dich sir dung (use type). Chi tiét hon, trong mot mang ludi c6
thé cd cac yéu t6 sau day dugc lay 1am cin cir dé xay dung ké hoach phan hoach
dia chi:

- Vung hoac vi tri dia ly.

- Vlng cap dudi caa mot ving dia ly 16n.

- Dang muc dich str dung ( vi du backbone, data center, remote connectivity,
desktop...).
- Loai khach hang (staff, guest, student, vendor)

- Phong ban (sales, marketing, tech)

- Virtual LAN (VLAN)

Do6i véi hai thong sé (vi tri) va muc dich sir dung (use type), tly theo lya
chon cua t6 chtc st dung, viéc phan hoach dia chi c6 thé lay cac bit dau phan bo vi
tri trudc, tiép theo 1a muc dich sir dung hoac phan bo theo muc dich st dung truéc
va vi tri sau.
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2.2.1 Phan hoach theo vi tri truéc

Khi vi tri dugc wu tién phan hoach trudc tién, c6 nghia c6 thé 1a mdi tda nha,
vi tri chi nhanh mang ... duwoc phan mot nhom dia chi nhat dinh. Uu diém noi bat
cua viéc dua lya chon phan hoach theo vi tri 1én trude tién d6 1a t6i wu hoa bang
thong tin dinh tuyén. T4t ca cAc mang trong mot vi tri dia ly cu thé s& dugc to hop
trong mot route duy nhat trong bang théng tin dinh tuyén, vi vay théng tin trong
bang théng tin dinh tuyén s& duoc téi wu hoa.

Vi du vé phan hoach theo vi tri trudc:

2001:db8:1234: LfLfLjLyT|T|T|T|B|B|B|B|B|B|[B|B]|::/64

Trong vi du nay, to chic duoc cip vang dia chi 2001:db8:1234::/48 dd danh
4 bit dau (bit L) ¢é phan hoach cho vi tri (location), nhu vay cd thé c6 16 phan
mang theo vi tri dia ly. 4 bit tiép theo (bit T) 1 dé phan hoach muyc dich str dung.
Nhu vay trong mdi phan mang vi tri dia ly c6 thé c6 16 nhdm theo muc dich str
dung khac nhau va trong méi phan mang theo muc dich sir dung tai mot vi tri dia ly
nhét dinh c6 thé c6 28 = 256 mang con (subnet).

2.2.2 Phan hoach theo muc dich sit dung truée

Néu lay muc dich st dung 1am yéu t wu tién phan hoach trudc, viéc téi vu
hoa bang thong tin dinh tuyén 13 khong dat duoc, boi vi cing mot muyc dich sir
dung, s& c6 nhiéu ving dia chi duoc phan hoach cho céc vi tri khac nhau. Trén
thuc té, day ciing khong phai 1a van dé qué I6n d6i véi router, trir cac mang qué 16n
vé6i rat nhiéu vi tri dia ly khéc nhau.

Uu diém 16n nhat caa mé hinh phan hoach theo muc dich sir dung truée 1a
su thuan loi dé dang trong viéc ap dung chinh sach bao mat (security policy). Phan
I6n viéc thiét 1ap chinh sach bao mat trén tuong hira (firewall) 1a cin c vao muc
dich str dung chir khong can cir vao vi tri cia mang. Do 1a i do tai sao cac tuong
ltra thudng yéu cau mot chinh sach (policy) cho mot muc dich sir dung.

Vi dy vé phan hoach theo muc dich sir dung truge

2001:db8:1234: T|T|(T|T|L|L|L|{L|B|B|B|B|B|B|B|B]|::/64

Ty thudc vao muc tiéu caa té chic sir dung tai nguyén dia chi, md hinh
mang, md hinh chinh sach bao mat, t6 chac quyét dinh lua chon viéc phan hoach
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theo vi tri hay muc dich sir dung trude. Ddi véi cac mang quy mé nho, cac chuyén
gia khuyén nghi nén lua chon theo muc dich str dung trude tién dé dé dang té hop
véi chinh sach bao mat sin ¢ caa mang.

D6i v6i da phan cac mang 16n, viéc phan chia chi theo mét tang (vi tri va
muc dich st dung) thuong khong dap ung duoc nhu cau cia mang. Do vay bén
canh tang phan cap chinh dau tién, s& 1a xen k& thém céc ting phan cap thi cap tiép
theo dé xay dung nén mot md hinh phan hoach dia chi mang.

e Khuyén nghi vé quyét dinh sé lugng nhém

Dé xay dung mot moé hinh phan hoach dia chi day da hiéu qua, can bo thuc
hién can c6 tong hop téng thé vé md hinh mang, s6 lwong nhom vi tri can thiét, sb
lwgng muc dich sir dung can thiét, quyét dinh sé lwgng phan tang chinh — phu. Mot
s6 khuyén nghi luu y nhu sau:

- Trudc tién x4c dinh sb luong vi tri hodc sé lwgng muc dich sir dung trong t6
chac.

- Cong thém sé lugng nay mot nhom (yéu cau cho mang backbone va céc
mang co s& ha tang khac).

- Dbi véi phan mang theo vi tri, cong thém mot nhém cho tat ca cac mang ma
khéng c6 vi tri ¢b dinh. Pay 1a nhitng mang cho VPN va cho dudng ham.

- Thém mot hoac hai nhom cho muc dich mé rong trong twong lai.

2.3. Mot s6 mirc phan cAp mic dinh ciia dia chi IPv6 dinh danh toan ciu

Ngay tir thiét ké tiéu chuan ban dau, dia chi IPv6 da c6 mot sé mac phan cap
mic dinh ma toan bo hoat dong Internet todn cau can tuan thu. Cu thé nhu sau:

2.3.1. Dinh danh giao di¢n va kich ¢& mang con (subnet)

Dinh danh giao dién (Interface 1D) 1a 64 bit cudi cung trong mot dia chi
IPv6. S6 dinh danh nay s& xac dinh mot giao dién trong pham vi mét mang con
(subnet). Binh danh giao dién phai 1a s6 duy nhét trong pham vi mét subnet.

Kich thudc subnet caa IPv6 ludn 14 /64. Pay 1a diém khéc biét hoan toan so
véi IPv4. Khi phan hoach dia chi IPv4, kich thuéc mang con duoc quyét dinh theo
dung lwong may tram sao cho hiéu qua st dung dia chi la t6i da (vi du subnet IPv4
can 2 dia chi, s& c6 kich thudc /30; subnet can 6 dija chi, s& duoc quy hoach kich
thudc /29). Trong khi d6 du mang con 16n hay nho, IPv6 da quy chuan kich thuéc
subnet la /64.
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Trén Iy thuyét, IPv6 cd thé co cac kich thudc subnet khac tuy nhién viéc nay
c6 thé dan dén hoat dong khdng 6n dinh cua thiét bi do kich thuéc subnet /64 da
dugc quy dinh thanh tiéu chuan héa trong RFC caa IETF. Chinh vi vay trong IPve,
subnet 6 s6 lugng dia chi sir dung rat nho nhu duong két néi point-to-point ciing
s& duoc phan hoach cung kich thudc /64 nhu ddi vi mot mang con subnet ¢d sb
luong dia chi sir dung rat Ion.

2.3.2.Phén cip dinh tuyén va phan bo

Dia chi IPv6 dinh danh toan cau duoc phan cap dinh tuyén theo mot sé mic
¢ dinh nhu sau:

e Phan cé dinh: 3 bit dau tién 001 xac dinh dang dia chi unicast dinh

danh toan cau.

Phan dinh tuyén toan cdu: 45 bit tiép theo. Céc t6 chirc quan Iy s&
phan cap quan Iy ving dia chi ndy, chuyén giao lai cho cac t6 chuc
khac. Kich thudc ving dia chi nhé nhat quang ba ra ngoai pham vi
mot mang cia mot té chac (Mot site) theo cau tric nay 1a /48.

Vimg dinh tuyén trong site: 16 bit tiép theo 1a khong gian dia chi ma
mot mang nguoi sir dung (site) ¢6 thé tuw minh quan ly, phan bo, cap
phat va t6 chie dinh tuyén bén trong mang caa minh. Véi mét ving
dia chi /48, t6 chic c6 thé tao nén 65,536 subnet ¢& /64 hoac nhiéu
cap dinh tuyén phan cap hiéu qua st dung trong mang cua to chic.

Public Topology
45 Bits

Site Topology  Interface Identifier

16 Bits

64 Bits

:=|-| |-|-|

-

ool

Global Routing Prefix

Subnet ID

Interface ID

Hinh 6: Phdn cdp dinh tuyén dia chi \Pv6 Unicast toan cau

RFC 5375 quy dinh kich thuéc phan bé mic dinh cho ISP 14 /32. Theo chinh
sach quan 1y dia chi hién tai, kich thuéc ving dia chi ma céc to chuc quan ly dia
chi cap khu vuc (RIR) phan bo cho ISP 1a /32 (ngoai trir cac truong hop dac biét,
giai trinh dugc quy md 16n caa mang). Kich thude ving dia chi thong thuong cap
cho mang caa ngudi sir dung cudi cung 1a /48.

Nhu vay, cau triic phan b dia chi IPv6 dinh danh toan cau nhu sau:
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3 bits | 9 bits | 20 bits | 16 bits | 16 bits 64 bits

3 bits 9 bits 36 bits 16 bits 64 bits

Hinh 7: Cau tric phan bé dia chi \PV6 dinh danh toan cau

Duéi ddy 1a cac khuyén nghi goc khuyén nghi kich thuéc khong gian 1Pv6
cho nguai sir dung (end-user):

- /48 (65536 mang con subnet) cho cadc mang (site) thong thuong, ngoai tru
treong hop nguoi st dung cuc 16n.

- /64 (mot mang con) khi biét chic rang chi ¢d duy nhat mot mang con 1a can
thiét trong md hinh phan hoach.

- /128 (mot dia chi) khi biét chic chan tuyét d6i rang chi mot thiét bi duy nhat
két ndi.

Mic di cac RFC gbc chi khuyén nghi kich thudc /48 cap cho mang (site),
sau thoi gian ang dung thyc tidn IPv6, RFC 6177 (con dugc nhic dén l1a Best
Curren Practice 157) thay d6i diéu nay va khuyén nghi rang trong phan hoach cap
tai nguyén dia chi IPv6, kich c& block/prefix nén can nhic sao cho pht hop nhat
véi kich thude nhu cau caa ngudi st dung. Vi du /48 1a qua 16n cho nhu cau cua
mot ngudi sir dung tai nha, tuy nhién néu cap /64 thi lai chi c6 duy nhat mot subnet
do vay gigi han kha ning phat trién. Vi vay khdi dia chi /56 hozc /60 c6 thé 1a kich
thuéc phil hop hon déi véi khach hang.

RFC 6177 ciing nhan manh viéc phan hoach dia chi, dac biét cho mang
khéch hang can dam bao yéu t6 “hon” chir khong nén “kém”. Cé nghia can tranh
t6i da nguy co viéc mang khach hang phai danh s lai khi chuyén st dung mot khdi
I6n hon hodc cap thém ving dia chi. Chinh vi vay, can cap cho khach hang /56 néu
c6 bat ctr nghi ngd ndo 1a /60 s& khong dap tung duoc nhu cau dai han cua khach
hang; cap /48 cho khach hang néu cé bt ctr nghi ngo ndo 1a /56 s& khong dap tng
duoc nhu cau dai han.

Theo huéng dan cia Trung tim quan ly mang khu vuc Chau A — Thai Binh
Duong (APNIC), c4c ISP nén &p dung céc kich thudc phan cap sau day:
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- Kich c& vung dia chi cap phat cho mang st dung cudi 1on nhét 1a /48, nho
nhat 1a /64. Néu cap thém /48 cho mot mang sir dung cudi, can tham dinh
c4c tai liéu, van ban vé cau tric mang.

- Céc mang van hanh (POP) duoc cap /48.

- Débi vai khach hang:

o Phan khach hang thanh céc loai va cip dia chi: /56 hoaic /60 hoic /64.
Vi du: /64 néu chic chan chi c6 mot LAN; /60 néu 1a mang nho; /56
cho mang trung binh; /48 cho mang lon.

o Dai véi khach hang Broadband: DHCPv6 pool 1a mot /48. DHCPv6
cap /60 cho mdi khéach hang.

o Ddi voi khach hang leasedline: Vé nguyén tic cap /48 tuy nhién co
thé cap trudc /56 va du trir ca /48 cho viéc phat trién caa mang khach
hang.

2.4.  Phan hoach mét cach linh hoat cho nhu ciu mé rong trong twong lai

Thong thuong, s lugng Vi tri cling nhu sb luong muc dich sur dung cé thé
thay d6i mot cach khong tinh dém duoc tai thoi diém tién hanh xay dung ké hoach
phan hoach dia chi. Trong truong hop ndy, IETF c¢6 tiéu chuan RFC 3531 khuyén
nghi chién luoc phan hoach mot cach linh dong dé co thé tly bién tdt nhat véi viéc
m& rong trong twong lai, tranh phai danh sb lai trong qué trinh phét trién mang
ludi.

Theo RFC3531, nguyén tic phan hoach co ban van l1a phan chia cac ving bit
theo cac yéu té xac dinh phan nhém (vi du vi tri, loai dich vu) tuy nhién khi sir
dung thuc té cac phan mang, viéc danh sé bit trong nhém phan mang khéng ap
dung mic dinh tht tw dém thong thuong cia binary ma duwoc ap dung theo ba
nguyeén tac sau:

o Tir trai qua trude (leftmost) ddi véi nhom bén trai. Pay 1a tha ty dao nguoc

ctia dém s binary thong thudng
Thir ty  Danh s6

1 00000000

2 10000000

301000000

4 11000000

500100000

6 10100000

7 01100000

8 11100000

9 00010000
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e Tu phai qua trudc (rightmost) vi nhdm bén phai. Pay 1a tha ty dém binary
théng thuong
Tht ty Dénh sd
1 00000000
2 00000001
3 00000010
4 00000011
500000100
6 00000101
7 00000110
8 00000111
9 00001000

e Tir trung tdm ra hai bén (centermost) ddi voi nhém & giira theo thuat toén
nhu sau:

- Vong dau tién lya chon duy nhat bit gitra. Tiép theo tao tat ca cac to hop
c6 thé véi bit da lua chon.

- Vong tht hai b6 sung thém mot bit. Sau d6 lai tao tat ca cac té hop co thé
véi bit da thém va ctr thé 13p lai cho dén khi hét toan bo viéc danh sd
phan vung dia chi.

Tht tu Dénh sd
1 00000000
2 00001000
3 00010000
4 00011000
500000100
6 00001100
7 00010100
8 00011100
9 00100000

Khi &p dung ba thir ty danh s nhu trén, thyuc té sir dung céac bit dia chi dé
danh s6 mang lan dan tir trai qua phai, giita sang hai bén va phai sang trai, trong
khi céc bit gan bién gidi ban dau van con dugc gilr nguyén gié tri 0 khi chua dung
dén. Do vay, bién gidi giita cac nhdm c6 thé xac dinh lai néu nhu cau mang ludi
theo thoi gian thay d6i. Tat nhién, néu to chirc xac dinh lai vi tri bién, cac nguyén
tic bao mat cua firewall va ciu hinh dinh tuyén trén router phai cap nhat lai.
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Vi du cu thé nhu sau. Trong cac hinh v& minh hoa, gach dam la bién giéi
ban dau caa phan vung dija chi. Bién gi6i nay sau d6 di dong khi to chuc st dung
thuc té dan cac ving dia chi.

2001:db8:1234: LlLlL Tl T B |::/64
2001:db8:1234: L|lL]|L T|T B|B|B|B]:/64
2001:db8:1234: LiL]|L TIT|T B|{B|B|B|:/64
2001:db8:1234: LlrjLfjofefL TIT|T B|(B|B|B|::/64
2001:db8:1234: LiLlLlLRLIL TITITIT B|B|B|BJ|:/64

2.5. Sir dung s6 VLAN

Mot cach tiép can khéac khi phan hoach dia chi 1a sir dung s6 VLAN la s
subnet. Trong nhitng mang ma phan 16n subnet 1a VLAN s& c¢6 sin s VLAN, do
vay viéc str dung s6 VLAN 1a sé subnet s& khién cho qué trinh quan tri VLAN don
gian hon do chi c6 mot sb can quan ly.

Vi dy trong mot mang /48 (tirc co6 16 bit danh mang subnet), mé hinh phén
mang c6 thé dé dang &p dung ludn nhu sau (kich thuéc sé VLAN la 12 bit):

2001:db8:1234: ViV|iVvIVvV]V]V]|V]|V]V]|V|V|V]B|B|[B|B|:/64

2001:db8:1234: B(B|B(BJVIV|V|V]V|V|IV|V]V]|V|IV]|V]|:/64

Do s6 VLAN duoc viét theo dang decimal, con dia chi IPv6 thi lai dugc viét
theo dang hexadecimal, néu tiép can theo huéng nhu trén thi phai chuyén do6i dang
thic hién thi gitta decimal, hexadecimal, do véy ciing khong thé dat duoc sy don
gian trong quan tri mang VLAN.

Pé tranh diéu nay, cd thé lay ludn con sé biéu dién thap phan cua VLAN
thay cho s6 hexadecimal cua subnet. Trong vi du trén, VLAN 2783 s& tro thanh
phan mang 2001:db8:1234:2783::/64. B4i vai lua chon nay, ngoai cac subnet 1a s6
VLAN, s& con lai 4 bit khéng t6 hop véi s6 VLAN dé sir dung cho cac mang khéc.

Trong ca hai cach danh sb theo s6 VLAN n6i trén, c6 thé thay khong cé bit
danh ma vi tri va muc dich sir dung. Do vay cach danh sé nay chi pht hop khi phan
hoach danh s6 VLAN ID.

Bang sau cho thay vi du &nh xa cua ca hai lya chon
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VLAN | IPv6 decimal IPv6 hexadecimal (bit B & | IPv6 hexadecimal (bit B ¢
ID trude) sau)

1 2001:db8:1234:0001::/64 | 2001:db8:1234:0010::/ 64 | 2001:db8:1234:0001::/ 64
12 2001:db8:1234:0012::/64 | 2001:db8:1234:00c0::/ 64 | 2001:db8:1234:000c::/ 64
2783 2001:db8:1234:2783::/64 | 2001:db8:1234:adf0::/ 64 | 2001:db8:1234:0adf::/ 64
4094 2001:db8:1234:4094::/ 64 | 2001:db8:1234:ffe0::/ 64 | 2001:db8:1234:0ffe::/ 64

2.6.

Panh dia chi cho dwong két ndi Point-to-Point
Trong thiét ké ban dau, tai liéu tiéu chuan RFC4291 cua IETF quy dinh gan

164 cho két ndi truc tiép Point-to-Point. Tuy nhién qua qué trinh sir dung thuc té,
cac chuyén gia ki thuat nhan thay co nhiing truong hop viéc sir dung /64 cho
duong két ndi point-to-point gay ra van dé cho mang, xay ra trong mot sé cau hinh
router khi router guri goi tin téi cac dia chi khéng sir dung trong subnet dugc router
phia bén kia tiép nhan, xu Iy va giri lai. Sau d6 lai tiép tuc duoc nhan, xu Iy va guri
lai bai router bén ndy, dan dén vong lap di 13p lai tao tai du thira anh huéng dén
hi¢u nang mang ludi.

Chinh vi vay trén thuc té, cac chuyén gia ky thuat khuyén nghi cé thé st

dung céc kich thuéc ving mang khac /64 trong duong két néi. Cuy thé:

/127: ¢6 thé 1a phu hop do IPv6 khong c6 dia chi broadcast. Tuy nhién khi
sir dung /127 (gom 2 dia chi trong mot phan mang), dia chi toan 0 theo quy
chuan cua IETF la dia chi anycast ciia router “all router anycast address”, co
nghia tat ca c4c router trén mang déu tiép nhan dia chi nay. Trudc day cé y
kién cho rang, mot sd nha san xuat thiét bi khéng kich hoat tinh ning
anycast toan bo router khi d6 viéc sir dung /127 cho duong két ndi 1a pho
hop nhung néu thay thé thiét bi bang thiét bi ciia mot sb nha san xuat khac,
khi d6 c¢6 thé gay ra van dé trong hoat dong mang lugi. Tuy nhién gan day,
sir dung /127 cho duong két ndi da duoc khuyén nghi trong tiéu chuan hoa
RFC 6164.

/126: Viéc sur dung subnet /126 cho phép tranh dugc dia chi toan 0. Tuy
nhién theo RFC 2526, dia chi cao nhat 128 trong cac subnet duoc danh cho
dia chi various anycast. Trén thyc té cho thay viéc sir dung /126 cho duong
két néi khdng gap van dé anh huang nao.

/120: Cho phép tranh duoc tat ca cac truong hop dia chi da duoc quy hoach
danh cho dia chi anycast.

/112: Cho phép tranh duoc tat ca cac dia chi anycast va con c6 uu diém la
toan bo 4 bit hexa sau colon cudi cung trong dinh danh dia chi IPv6 trong
phan mang.
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Nhu vay, ¢ vé kich thuéc mang /112 13 phuong 4n t6i wu. Tuy nhién viéc
t6i thiéu hoa cac dia chi du thira trén phan mang duong két ndi ciing nén duoc tinh
toan dén dé tranh cac tan cong theo kiéu tan dung bang neighbor cache, trong d6 ké
tan cong quét toan bo cac dia chi trong mot subnet va router phai xt 1y thuét toan
Neighbor Discovery cho toan b cac dia chi nay gay can kiét hiéu nang hoat dong.
do vay tot nhat, cd thé sir dung phan mang kich thuéc 127, /126 hoic /120 nhung
phan hoach toan b6 /64 cho dudng két néi.

2.7. M@t sé kinh nghiém anh xa dia chi truc tiép IPv4 — IPv6 dé truc
quan va tao diéu kién thuin lgi cho quan tri

2.7.1. Anh xa mang con subnet

Néu mang IPv4 sin c6 dang st dung subnet /24, c6 thé &nh xa truc tiép
subnet nay thanh subnet /64 cua dija chi IPv6 bang cach gan ludn cum cudi cua sb
IPv4 trong prefix (vi du s6 113 cua subnet 203.0.113.0/24) vao thanh subnet I1Pv6.
Vi du: subnet [IPv4 203.0.113.0/24 éanh xa sang thanh subnet
2001:db8:1234:113::/64 trong phan hoach hinh dudai.

4(/ 198.51.100.0/24 \\,‘

2001:db8:1234:100::/64 )"

] - - P ""“‘H—-.:S———-\H___ R
" ierozoma ) ( 203.0.113.0/24 N
C\ 2001:db8:1234:2::/64 )) \2001 .db8.1234.113..f64)
-.______J_\ - -h____d\“w-._____ o o

Hinh 8: Anh xa mang con |Pv4 — IPv6

Péi vai thiét bi mang thiét yéu (router, switch, firewall, may cha), cé thé sir
dung sé cudi cling cua dia chi IPv4 1am dia chi IPv6 dé goi nhé su lién hé gita
IPv4 — IPv6, tao thuan loi cho viéc quan tri. Vi du dia chi IPv4 192.0.2.123 trong
subnet 192.0.2.0/24 c6 thé anh xa vao dia chi IPv6 2001:db8:1234:2::123 trong
subnet 2001:db8:1234:2::/64.

Khi anh xa nhu thé ndy, viéc lién két giira IPv4 va IPv6 rat dé dang nhan ra
duoc. Tuy nhién viéc anh xa nay chi thuc hién duoc khi IPv4 subnet 1a /24 do néu
kich thudc mang nhé hon /24, khong thé c6 su anh xa mdi mot subnet /24 1Pv4
twong wng vai mot subnet /64 cua IPv6. Vi du, véi hai dia chi 172.31.5.14 va
172.31.5.18 cua hai mang 172.31.5.0/28 va 172.31.5.16/28 anh xa sang 2 dia chi
cling mot subnet 2001:db8:1234:5::/64. Con d6i véi kich thuéc mang 1Pv4 [6n hon
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/24, vi du hai dia chi 10.0.8.250 va 10.0.9.5, thudc cung subnet 10.0.8.0/23 thi anh
Xa thanh cac dia chi 2001:db8:1234:8::250 va 2001:db8:1234:9::5, thudc hai
subnet /64 khac nhau cta IPv6.

2.7.2. Anh xa tryec tiép dia chi IPv4 — véi dia chi IPV6.

Néu dia chi IPv4 khéng thudc subnet /24, c6 thé anh xa truc tiép dia chi
IPv4 sang dia chi IPv6 bang céach liy 32 bit dia chi IPv4 thanh 32 bit cudi cua dia
chi IPv6. Tuy nhién do céach biéu dién dia chi khac nhau (IPv4 biéu dién dang
decimal, IPv6 biéu dién dang hexa. Do d6 khi 32 bit IPv4 dugc chuyén doi thanh
dang sé hexa, con sé biéu dién 32 bit d6 chuyén dang thirc dan dén viéc anh xa
truc quan gitra hai dia chi khong dat duoc.

Vi du dia chi IPv4 192.0.2.123 anh xa vao dia chi IPv6:
2001:db8:1234:c0:ff:e:192.0.2.123, chuyén viét sang dang hexa thanh
2001:db8:1234:c0:ff:ee:c000:27b

Tuy khong c6 dugc su anh xa truc quan goi nhé nhung day cling la mot
cach thuc anh xa c6 lién két giira IPv4 sin c6 va IPv6 gan mai cho thiét bi, may
chu.

2.8. Panh s va quan ly dia chi cic may tram, thiét bi trén mang
Sau khi d& phan hoach dia chi mang, viéc danh sd cac may tram trén mang c6 thé
duogc thuc hién theo mot trong cac cach sau day:

- Cau hinh dia chi ty dong khong trang thai (stateless address configuration).
- Céu hinh dia chi bing DHCPV6.
- Céau hinh bang tay.

Déi v6i cac may tram, cac chuyén gia khuyén nghi ap dung cach dénh dia chi tu
dong hoac DHCPV6. Viéc danh s6 cdu hinh dia chi bang tay dugc khuyén nghi &p
dung cho cac thiét bi nhu router, switch, firewall va méy chu.

2.8.1. CAu hinh dia chi tw dong khong trang thai.

Host s& tu cAu hinh dia chi tir dia chi MAC va thdng tin quang ba cua router (router
advertisement - RA). Ddi voi cau hinh dia chi ty dong, hién cac hé diéu hanh phan
I6n &p dung thuat toan riéng tu (privacy), trong d6 64 bit dinh danh giao dién
(interface indentifier) duoc thay thé bai day so tao ra theo thuat toan ngau nhién,
c6 thay ddi thay vi ding 64 bit dinh danh tao ra tir dia chi MAC. Viéc str dung
thuat toan privacy cho phép tranh duoc viéc tring lip dia chi doi véi cac dang thiét
bi c¢6 trung dia chi MAC, hoic viéc lan nguoc dia chi MAC cua thiét bi dé gia mao
tram trén mang.
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2.8.2. Cau hinh ty dng bing DHCPV6
Hién phan 16n c4c hé diéu hanh di hd tro DHCPv6. DHCPV6 c6 thé cung cap dia
chi ciing nhu cac thong tin khac nhu dia chi may chu tén mién (name server),
twong ty nhu trong DHCP IPv4. Vi vay DHCPv6 c6 thé dugc ung dung theo 2
cach:

- DHCPv6 dung dé phan phdi dia chi, dong thoi cung cap thém cho host cac
thong tin khéc.

- Pia chi cua may tram dugc cau hinh bang thé thie cau hinh ty dong khéng
trang thai va DHCPV6 chi mang thong tin hd tro khac nhu dia chi may chu
DNS.

Hai co trong thong diép quang ba cua router sé xac dinh tuy chon nao duogc su
dung, chinh vi li do nay va do DHCPv6 khdng cung céap dia chi router mac dinh
(default gateway), cé4c router IPv6 ludn lubn phai giri cac thong diép quang ba ké
ca trong trudng hop trén mang khong st dung phuong thirc cau hinh dia chi ty
dong khong trang thai.

Cha y rang tiy thudc vao cach thirc thong diép RA duoc quang b4, viéc sir dung
DHCPV6 va c4u hinh dia chi tu dong khdng trang thai, mot may tram c6 thé nhan
duogc 2 dia chi va tham chi & 3 néu thuét toan privacy duoc &p dung. Néu dia chi
duoc gan bai DHCPV6, cac chuyén gia khuyén nghi nén cau hinh céc bo chuyén
mach switch dé host chi sir dung dia chi gan cho chiing théng qua DHCPVS.

2.8.3. Cau hinh dia chi bing tay

Céc chuyén gia khuyén nghi, thuc hién ciu hinh bang tay dia chi cac thiét bi nhu
router, switch, firewall va may chua. Viéc cau hinh tu dong cac thiét bi nay cd thé
anh huong téi hoat dong cua mang ludi va dich vu. Vi du néu mot card mang trén
mot may chi duoc thay thé, viéc cdu hinh dia chi ty dong tir dia chi MAC s& lam
dia chi caa may chi hoac thiét bi mang thay d6i, trong khi thay doi dia chi cua céc
thiét bi mang, may cha phai han ché toi da dé dam bao su hoat dong 6n dinh cua
mang ludi.

Doi voi céc thiét bi, may chu duoc cau hinh dia chi bang tay, dé tao diéu kién dé
dang hon cho viéc quan tri mang, c6 mot khuyén nghi 1a st dung cach danh dia chi
IPv6 c6 lién két, goi nha tir dia chi IPv4 sin ¢d cua thiét bi, may chua khi cé thé.

2.9. Cac luu y trong viéc phan hoach va danh sé dia chi IPv6

2.9.1. Lwu y trong phan hoach dia chi

Trén co sd cac trai nghiém kinh nghiém thuc té, cac chuyén gia khuyén nghi to
chtic st dung IPV6 luu ¥ cac diém nén ap dung va can phai tranh duéi day:
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a) Nén si dung bién theo danh gisi so hexa (nibble boundaries) nhiéu nhat khi
c6 thé

Tat ca cac khuyén nghi va cac to chuc quan 1y dia chi déu khuyén nghi to chac sir
dung IPV6 sir dung bién gidi s6 hexa (nibble boundary) nhiéu nhat cé thé 1am ranh
gidi phan mang dé c6 mot ké hoach phan mang ré rang dé hiéu. Tuy nhién, han ché
ctia viéc phan hoach str dung bién giéi s6 hexa 1a sb luong thé loai trong mot cum
han ché & s6 16 (néu dung mot sé hexa duy nhat) hoic 256 (néu dung 2) hozic 4096
néu sir dung ba. Cac kich thudc prefix chia hét cho bon dap tmg duoc diéu kién
bién gidi theo ranh gidi sé hexa duoc s dung rat théng dung: /32, /36, /40, /48,
/52, /56, /60 va /64.

Viéc phan hoach khong triing bién sé hexa dan dén kho nhé va khé quan tri. Vi du
dai dia chi khong theo bién sé hexa: 2001:db8::/61 gdm cac dia chi tir

2001:0db8:0000:0000:0000:0000:0000:0000 dén
2001:0db8:0000:0007 ftff: fF{f: Tt T Dia chi tu
2001:0db8:0000:0008:0000:0000:0000:0000 toi

2001:0db8:0000:000f:ffff: ffff: Fiff:ffff lai thuoc phan mang 2001:db8:0:8::/61, rat
kho nhé va khé quan tri.

b) Sai lam néu qua quan triét tinh than “tiét kiém” va gitr nguyén cdc tw twong
trong phan hoach sur dung 1Pv4.

Viéc qua quén triét tinh than “tiét kiém” va tu tuong cua viéc sir dung 1Pv4 cé thé
dan dén cac sai 1am sau:

e Khong s dung kich thuoc 164 cho mgng con (subnet)

Qua quan triét tinh than caa IPv4, mot to chie ¢d thé lya chon sir dung kich thudc
mang con khéc /64, vi du /120 thay vi /64 vai céc Ii do: so lang phi dia chi; d¢é dam
bao khong du thira dia chi khong sir dung, han ché viéc scan cac dia chi khong sir
dung nhu tu tuéng bao mat trong I1Pv4.

Do dia chi IPv6 dugc thiét ké kich thuéc subnet ¢ dinh /64 (RFC 4291 “IPv6
Addressing Architecture”; RFC 5375 “IPv6 Addressing Considerations™), néu to
chuc lya chon mang con khac /64, cac tinh nang dudi day khong hoat dong:

- Neighbor Discovery

— Secure Neighbor Discovery

— Stateless Address Autoconfiguration (SLAAC)

— Microsoft DHCPv6

— Multicast with Embedded-RP

— Mobile-1Pv6
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T chtic phan hoach dia chi s& khong c6 duoc mot ké hoach hiéu qua néu cho rang:
— /64 cho mang con la lang phi
— /64 for duong két ndi (point-to-point) 1a lang phi
— /148 cho mot mang (site) la lang phi

e Khéng cap /48 cho mang khach hang va cho rang /48 cho mét mang la qué
lon.

Vi 16 bit dé phan hoach cho cac mang khach hang, t6 chirc duoc cap 32 ¢ thé co
21%= 65536 ving /48 dé cip cho cac site. Viéc quy hoach cp /48 cho mét mang
khach hang di dugc tiéu chuan hda va sé dem lai sy don gian thuan loi trong viéc
quan tri.

Viéc mot to chic qué quan triét vao tu twong tinh dém kich thudc caa mang khach
hang dé phan hoach ving dia chi cp cho site s& khién to chic roi quay trd lai vao
bai toan phan hoach theo tinh than tiét kiém tuyét dbi cua IPvA4.

¢) Sai lam néu tdp trung vao viéc tinh dém “host” thay vi tinh dém “mang

»

con

Trong IPv6, c6 mot diém loi thé 1a mang con subnet 12 kich ¢& /64. Véi 2°* dia chi,
mot mang con IPv6 ¢o luong dia chi du cho bat ky dung luong nao. Khi phan
hoach IPv6, tur tuong tap trung vao viée tinh dém dung luong méy tram (host) cua
IPv4 can duoc thay thé bang viéc tap trung can nhéc tinh dém sé lwong mang con
cling nhu md hinh mang (network topology) (links,subnets, VLANS, ...) dé tir d6
tao duoc mot ké hoach phan hoach hiéu qua.

2.9.2. Mot so diém luu y trong danh s6 may tram, thiét bi
T chtrc nén luu y mot s6 van dé sau:

a) Dam bado quadng ba cua router

Trong hoat dong cua IPv6, cac thiét bi dinh tuyén router ludn ludn phai gui cac
thong diép quang ba (RA) trén mang ma minh phu trach dé gip cho may tram lay
duogc céc thdng tin quan trong. Chinh vi vy, trong céac trudng hop sai s6t trong ciu
hinh dan dén céc quang ba khong hop Ié tir thiét bi router khac hoac tham chi tir
mot host trén mang s& 1am sai léch hoat dong cua mang. Pidu ndy con xay ra trong
truong hop cac RA gia mao duoc chén vao dé tan cong mang. B¢ han ché tuyét doi
kha ning nay, IETF thiét ké tiéu chuan RFC 6105 cung cap mot hé théng gac cho
quang ba dinh tuyén (RA Guard). Hé thong nay sé& ngin chin cac thong diép quang
b khong hop 18 duoc truyén tai di trén mang. Pic tinh RA Guard dugc thiét l1ap
thong qua cau hinh trén thiét bj 16p 2 (Ethernet switch) dé thiét bi chuyén mach loc
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bo toan bo cac thong diép quang ba khdng hop 1€, chi cho phép cac thong diép
quang ba hop 1é tir cc ngudn tin cay xac dinh trude dugc lan truyén di trén mang.

Khuyén nghi: Khi mua céc thiét bi chuyén mach 16p 2, t6 chtrc nén luu ¥ kiém tra
kha nang h tro tinh ning RA Guard cua thiét bj.

b) Cdu hinh dia chi cho may chi DNS.

May chi DNS 1a mét trong nhiing thanh phan cé vai tro rat quan trong trong hoat
dong mang. Dia chi cua may chu DNS la mét trong nhitng dang dia chi dugc go
nhiéu nhat, xuat hién nhiéu nhat trong cac cau hinh noi bo. Chinh vi vay, viéc gin
dia chi cho may chu DNS can dam bao tiéu chi ngan gon, dé nhd va dam bao tinh
6n dinh. Do vay vai IPv6, nén quy hoach riéng mot subnet /64 cho may chit DNS
vé6i cau hinh dia chi ngan gon nham tranh khoi nguy co phai danh sé lai khi c6 cac
thay d6i vat 1y lién quan dén thiét bi. Luu y c6 thé &p dung viéc anh xa goi nho
gitra dia chi IPv4 té1 dia chi IPv6 cua may chu DNS.

Vi du:

DNS1: 2001:db8:1234:a::53
DNS2: 2001:db8:1234:b::53
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CHUONG 3: XU LY VAN BE PHAT SINH VE QUAN LY
VUNG DIA CHI TRONG QUA TRINH SU DUNG .

3.1. Quy dinh ciia APNIC trong viéc quan ly, xir Iy cac van dé phat sinh
lién quan dén IPV6
Chinh sach quan ly, s dung dia chi IPv6 ctua khu vuc Chau A — Thai Binh
Duong duoc APNIC quy dinh cu thé tai tai liéu chinh sach APNIC-089 “IPv6

address allocation and assignment policy”, vdi ¢ ndi dung chinh nhu sau:

- Phai dam bao cac muc tiéu co ban trong st dung tai nguyén:

o Giit muc tiéu phat trién 6n dinh cua Internet.

o Dam bao tinh duy nhét.

o Bbam bao tinh c6 dang ky.

o Dam bao tinh to hop cao nhét.

o Khong lang phi tai nguyén.

- Viéc phan b lai cac ving IPv6 tir ISP cho cac ISP cip thap hon hodc cip

phat cho khach hang do cac ISP quyét dinh nhung phai dam bao cac nguyén tac
néu trén.

- Céc to chic st dung IPV6 ¢6 trach nhiém quan Iy va xt Iy cac van dé phat
sinh tr mang ludi st dung vung dia chi. Cu thé:

o Khai bao thong tin cic ving dia chi dd cip phét téi mang sir dung
cudi (/48) vao co so dit liéu cia RIR/NIR.

o Khai béo tén mién nguoc cho ving dia chi da stir dung va cap phat.
Moi ving dia chi duoc cip trudc khi s dung trén mang phai duoc
thuce hién tha tuc khai bao chuyén giao tén mién nguoc. To chic co
trach nhiém ho trg khai b4o ban ghi nguoc cho moi khach hang st
dung dia chi IP thugc pham vi quan ly caa minh.

o Xu ly céc hién twgng lam dung mang khi nhan duoc yéu cau cua
RIR/NIR. Co trach nhiém x&c minh va xtr 1y ngay cac dia chi IPv4
thudc pham vi quan ly ciia minh c6 lién quan dén céc hanh vi vi pham
phap luat nhu hacker, spam, phishing khi nhan dugc théng béo cua
RIR/NIR hoic cua céc t6 chirc khéc.

Céc nguyén tic trén duogc thé ché cy thé trong cac quy dinh chi tiét nhu sau
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3.2.  Khai b4o thong tin trén co sé dir li¢u.

Tuong tu nhu trong quan Iy IPv4, thong tin chi tiét vé mot vang dia chi IPv6
duoc dua vao sir dung 1a phan théng tin quan trong nhat trong co sé di liéu quan
ly. Vung dia chi nho nhat ton tai trong co so dir lidu chinh 14 ving dia chi thanh
vién di cap phat lai cho khach hang. Néu trong qué trinh st dung, thanh vién
khong cap nhat thong tin khach hang, trong co s¢ dir liéu quan ly chi luu trir ban
ghi dit liéu ving dia chi 16n ma thanh vién da duoc phan bd. Diéu nay s& rat bat loi
cho thanh vién mdi khi c6 cac hanh vi lam dung mang (network abuse) xuét phat tur
mot trong cac ving dia chi thanh vién da cap phat cho khach hang ma khong duoc
cap nhat. Thay vi tra ciru dugc théng tin chi tiét v& mang ludi noi xuat phét cac
hanh vi lam dung mang, nguoi bi hai s& chi tra ctru dugc thdng tin chung vé thanh
vién va ca dai dja chi 16n ma thanh vién duoc phan bd. Két qua, ca vung dia chi Ién
cua thanh vién c¢6 nguy co bi chan khi cac hién twong lam dung mang khong dugc
giai quyét triét dé.

Tai Viét Nam, yéu cau cu thé vé viéc cap nhat théng tin sir dung dia chi
IPv6 nhu sau: vung dia chi IPv6 duoc cap tir APNIC va cac ving dia chi tir /56 da
cap phéat téi mang sir dung cudi phai duoc cap nhat luu trit trong co s dit liéu cua
co quan quan ly (VNNIC va APNIC) véi day da thong tin vé to chirc dugc cap
vung dia chi va cac ca nhan (nguoi) chiu trach nhiém quan ly viéc st dung ving
dia chi. Ciing trong ban ghi dia chi nay, phai cd théng tin vé dia chi tiép nhan, xa
Iy dbi véi van d& lam dung mang va théng tin anh xa toi dbi tugng xir ly van dé
mang ludi (IRT - Incident Report Team).

Mau ban ghi cap nhat thong tin sir dung dia chi trong CSDL APNIC nhu

Sau:

inet6num: 2001:df2:£000:0:/56
netname: ABC-NET

descr: ABC Network

descr: Hanoi

admin-c: VTL3-AP

tech-c: VHN5-AP

remarks: send spam and abuse report to abclcompanyname.vn
country: VN

mnt-by: MAINT-VN-VNNIC

mnt-irt: IRT-VNNIC-AP

status: ASSIGNED PORTABLE
source: APNIC

irt: IRT-VNNIC-AP

address: Ha Noi, VietNam

phone: +84-4-35564944

fax-no: +84-4-37821462

e-mail: hm-changed@vnnic.net.vn
abuse-mailbox: hm-changed@vnnic.net.vn
admin-c: PT174-AP

tech-c: NTTT1-AP

auth: # Filtered
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mnt-by:
changed:
source:

person:
nic-hdl:
e-mail:
address:
address:
phone:
fax-no:
country:
mnt-by:
source:

MAINT-VN-VNNIC
hm-changed@vnnic.net.vn 20101108
APNIC

Nguyen Van A
NVA-AP
nva@companyname.vn
ABC Company

Ha Noi
+84-4-XXXXXKXXX
+84-4-XXXXXKXXX

VN

MAINT-VN-VNNIC
APNIC

Khi can tim kiém thong tin, moi to chiic, ca nhan chi can tra ctru whois co
s¢ dir liéu quan 1y dia chi cua APNIC tai dia chi www.apnic.net, toan bd cac thong
tin chi tiét lién quan dén ving dia chi s& duoc cung cap, phuc vu cho xac thuc
quyén st dung, ciing nhu cung cap théng tin vé té chirc, ca nhan co trach nhiém xu
ly c4c van dé lién quan dén viéc str dung tai nguyeén.

Tai Viét Nam, viéc cap nhat thdng tin vé cac ving dia chi da duoc cap phat,
st dung Ién co so dit liéu APNIC dugc thuc hién thong qua VNNIC.

- Ddi véi cac ving dia chi gbc cap tir APNIC, VNNIC sé& cha dong tao

c4c ban ghi ving dia chi va cac ddi tugng, thdng tin lién hé trén co so
thdng tin, dix liéu to chiic cung cap trong ban khai ding ky. Thanh
vién dia chi cO trach nhiém gui thong b&o cap nhat théng tin tai
VNNIC (thdng qua hép thu giao dich info@vnnic.vn) khi c6 su thay
d6i thong tin.

Péi voi cac viing cap phat lai trong khdi dia chi cua thanh vién, thanh
vién cd trach nhiém quan 1y day du thdng tin vé nguoi st dung céc
ving dia chi IPv6 di cap, cung cip thong tin sir dung chi tiét khi c6
yBu cau cia co quan c6 tham quyén. Viéc khai bdo, cap nhat cho
VNNIC théng tin st dung cac vang dia chi IPv6 tir /56 thudc cac
vung dia chi da duoc cap dugc thuc hién théng qua guri email toi hop
thu giao dich info@vnnic.vn.

Thong tin khach hang gtri khai bao vai Trung tdm Internet Viét Nam c6 dinh dang
ban ghi nhu sau:

ineténum:  Thong tin dai dia chi IPv6
netname: Tén mang khach hang
descr: Tén giao dich khach hang
descr: bia chi khach hang
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country: VN

remarks: send abuse report to: email khach hang hoac thanh vién
person: Tén nguoi quan ly, quan ly ky thuat

e-mail: Email lién hé

address:  Tén giao dich khach hang
address:  Diachi lién hé

phone: bién thoai lién hé cua khach hang
fax-no: Fax cua khach hang

3.3. Khai bo tén mién nguoc cho viung dia chi IPv6

Khong gian tén mién nguoc cua dia chi IPv6 khdng nam dudi mién “in-
addr.arpa” nhu IPv4 ma nim dudi mién “.ip6.arpa”. Trong IPv6, khéng con khéi
niém classful nhu IPv4 (/8, /16 va /24). Dia chi IPv6 duoc khai bao chuyén giao
tén mién nguoc theo cac bién 4 bit (1 chir s6 hexa). Dé &nh xa dia chi IPv6 téi tén
mién, hé thong tén mién si dung kiéu ban ghi PTR véi dang thic méi nhu sau:

b.a.9.8.7.6.5.0.4.0.0.0.3.0.0.0.2.0.0.0.1.0.0.0.0.0.0.0.1.2.3.4.ip6.arpa IN PTR www.abc.test

Dia chi IPv6 dugc dao chiéu, tach va bd sung dau cham giira cac s6 hexa dé anh xa
tir dia chi IPv6 thanh tén mién:

4.3.2.1.0.0.0.0.0.0.0.1.0.0.0.2.0.0.0.3.0.0.0.4.0.5.6.7.8.9.a.b
/

 \
b.a.9.8.7.6.5.0.4.0.0.0.3.0.0.0.2.0.0.0.1.0.0.0.0.0.0.0.1.2.3.4.ip6.arpa.

Theo dung cau tric phan cip quan 1y tai nguyén dia chi IP trén toan cau, APNIC
(www.apnic.net ) 12 to chirc quan ly va khai thac cac zone tén mién nguoc cao nhat
tai khu vyuc Chau A, Thai Binh Duong. D4i voi cac ving dia chi IPv6 da cap phét
cho cac t6 chic tai Viét Nam, Trung tdm Internet Viét Nam (VNNIC) s& hd tro
thanh vién dia chi thuc hién khai bao chuyén giao tén mién nguoc tuong ng cac
vung dia chi t6 chirc dugc cap (chi theo hai kich thudc tiéu chuan 1a /32 va /48) tir
may chia APNIC vé may chu t&n mién cua thanh vién dia chi. Khi cap phét, phan
b cac ving dia chi cap duéi cho khach hang, thanh vién dia chi c6 trach nhiém
khai b&o trén may chu caa minh dé chuyén giao tén mién nguoc turong (ng vé may
chu khéach hang, hoic truc tiép khai bao ban ghi hd tro khach hang.
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Pé thyuc hién khai b4o tén mién nguoc cho ving IPv6, thanh vién phai thuc hién
khai b4o tn mién nguoc cho toan dai dia chi minh dugc cap trén tdi thiéu 2 may
cha DNS. Sau khi di hoan tit khai bé&o, gui yéu cau vé dia chi email
info@vnnic.vn ¢& VNNIC hd tro, kém thém céc thdng tin: dai dia chi IPv6 cua
minh (/32 hoac /48), tén hai (02) may chu DNS.

3.4. Xi ly cac hién twgng lam dung mang khi nhan dwgc phin anh twr
cong dong hoic VNNIC

Trén co so théng tin vé dau mdi quan 1y, dia chi tiép nhan phan hdi abuse va thdng
tin xtr Iy van dé mang lugi (IRT) cung cap trong ban ghi théng tin ving dia chi,
cong dong Internet s& c6 cac phan anh vé viéc lam dung mang, ciing nhu cac van
dé vi pham xuét phat tir mang ludi st dung ving dia chi. Cac t6 chic quan 1y dia
chi cap ving (APNIC), cap qudc gia (VNNIC) ciing s& cin cir theo cac thdng tin
lién lac nay dé thdng bao vé cac hanh vi vi pham.

Thanh vién c6 trach nhiém xac minh va xu Iy ngay cac hanh vi vi pham xuat phat
tir ving dia chi IPv6 thuéc pham vi quan ly caa minh c6 lién quan dén cac hanh vi
vi pham phép luat nhu hacker, spam, phishing khi nhan duoc thong bao cua
VNNIC hoic cac t6 chire khac. Bng thoi can dam bao cac yéu cau sau day:

- Théng tin lién lac, dia chi email tiép nhan thong béo abuse phai 12
email chinh x&c, c6 hoat dong.

- Céac hién tuwgng lam dung mang dugc xir ly kip thoi.

Trong trudng hop khong dam bao cac yéu cau trén, ving dia chi cua to chuc cd thé
bi cac t6 chirc qudc té dua vao danh sach cam dinh tuyén (blacklist), anh huong toi
hoat dong cua toan bo mang ludi. Pay ciing 1a 1i do céac t6 chirc thanh vién dia chi
can khai bao trong co so dir liéu APNIC cac ving dia chi da cap phat, phan bo cho
khach hang (theo théng tin chi tiét cua khach hang), nham tranh nguy co toan bo
vung dia chi Ién cua ISP bj dua vao blacklist khi hoat dong lam dung mang xuat
phat tir mot ving dia chi nhat dinh caa khach hang.

3.5. Dinh tuyén va khai bao dbi twong thong tin dinh tuyén

Theo quy dinh, cac t6 chirc Viét Nam phai dinh tuyén moi ving dia chi
IPv6 dugc cap boi VNNIC va cd trach nhiém hd trg 13n nhau trong viéc khai bao
dinh tuyén cac ving dia chi IPv6 nay.

Pic biét, trong nhimg nim gan day, dé viéc quang ba dinh tuyén doi voéi
vung dia chi IP cua thanh vién thong suét trén toan cau, cac thanh vién bat buoc
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phai khai bao dbi twong thong tin dinh tuyén trong cac co so dit liéu quan ly théng
tin dinh tuyén (IRR - Internet Routing Registry).

Péi tugng thong tin dinh tuyén 1a cac ddi tuong lién quan dén dinh tuyén va
mo ta chinh sach dinh tuyén trong mot co so dit liéu thong tin dinh tuyén IRR. C6
nhiéu lép ddi twong bao gom:

- aut-num: chi dinh sé hiéu mang

- route: chi dinh tuyén duoc quang bé trén Internet

- inet-rtr: biéu dién mét router trong co so dir li¢u Iuu trit thong tin dinh tuyén

- as-set: mot nhém céc sé hiéu mang co cung chinh sach dinh tuyén

- filter-set: mé ta chinh sach loc 4p dung cho mét tap cac tuyén —route.

- peering-set (xac dinh mét tap hop cac peering), route-set (xac dinh mét tap
hop céc tuyén), rtr-set (xac dinh mot tap hop céc router).

Viéc khai bao thong tin dinh tuyén 1a dé ngin chin viéc quang ba nhiing
vung dia chi khong rd ngudn gdc, khong dugc cap phat mot cach hop 16 ra bang
thong tin dinh tuyén toan cau. Truéc khi chap nhan quang ba cho 1 vung dia chi,
ngudi quan tri mang hoac thiét bi dinh tuyén sé& phai kiém tra xem liéu mot tuyén
duoc quang ba c6 phai la tuyén hop 1&. Viéc kiém tra nay s& dua trén nhiing théng
tin dang ky trong mot hé thong luu trix thong tin dinh tuyén IRR.

Pé khai bao thong tin dinh tuyén cho ving dia chi caa minh, thanh vién c6
thé lra chon mét trong cac cach thirc sau:

- Thanh vién giri yéu cau dén VNNIC qua dia chi info@vnnic.vn dé duoc
khai bao trén co so dir liéu caa APNIC.

- Thanh vién ty khai béo tai co so dir liéu IRR cua cac dbi tac cung cap két
ndi dén minh nhu NTT, SingTel, vv...
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PHU LUC: Vi DU VE PHAN HOACH VUNG PIA CHI
1. Vi du tong quat
Hién nay, mdi ISP duoc phan bé mot vung dia chi IPv6 /32 tir RIR/NIR. Mot vi
du trong viéc 4p dung md hinh phan hoach nhu sau:

- ISP phan loai cac PoP (Cac diém truy nhap mang) cua ISP thanh 3
muc, tly theo sé lugng khach hang va nhu cau sir dung dia chi cua
PoP:

e PoP Level-1 (PoP c& lon).
e PoP Level-2 (PoP c& trung binh).
e PoP Level-3 (PoP c& nho).
- Tiép theo, phan loai khach hang thanh 2 loai:
e Khach hang cé nhan.
e Khéch hang doanh nghiép, t6 chic.

Tir khong gian dia chi /32 ban dau, cac ISP phan chia thanh céc block /40,
sau d6 phan chia tiép thanh cac block nho hon /48,/56,/64...va c6 thé tham khao
qui hoach dai dia chi caa minh nhu sau:

a. 1 x /40 : Block danh cho cac dija chi quan |i ha ting mang caa ISP
(Infrastructure Addresses)

o 1 x/48 cho toan bd cac PoP : Danh cho dia chi loopback va quan li

= 1 x /56 cho toan by cac PoPs : Danh cho dia chi loopback cua
tat ca cac PoP.

- 1 x/64: Mdi phan hé Loopback dugc chia 1 x 64.

= 1 x /128: Mdi giao dién Loopback Interface sir

dung 1x/128.
- 1 x /56 cho mdi PoP : Danh cho dia chi quan li cia tat ca cac
PoP.
= 1 x /64 : Mdi LAN dugc chia mot /64 danh cho quan 1y

LAN.
o 1 x /48 cho toan bo cac PoPs dé du trit.

o 1 X /48 cho mdi PoP : Mdi PoP duoc chia 1x /48 danh cho Mang ndi
bd (Internal Network).
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= X1 x/56 : Routers P2P Links
- 1 x /64 mdi Routers P2P Link.
= X2 x/56 : Routers LANs
- 1 x/64 mdi Routers LAN
= X3 x/56 : Hosts LANs
- 1x /64 mdi Hosts LAN
= X4 x/56 : Servers LANs
- 1 x/64 mdi Servers LAN
= X5 x/56 : Danh cho cac muc dich khac.
= 1 x /64 mdi muc dich khac.

o 1 x /48 per PoP : Mdi PoP duoc chia 1x /48 danh cho Internal
Networks.

= X1x/56 : Routers P2P Links
- 1 x /64 mdi Routers P2P Link
X2 x /56 : Routers LANSs
- 1 x /64 mdi Routers LAN
X3 x /56 : Hosts LANS
« 1 x/64 mdi Hosts LAN
X4 x /56 : Servers LANSs

« 1 x /64 mdi Servers LAN

X5 x /56 : Danh cho cac muc dich khac.
= 1 x /64 mdi muc dich.
b. A x /40 : Khong gian dia chi qui hoach cho cac khach hang PoP Level -1

o N1 x /40 per PoP : Mdi PoP qui hoach 1 khong gian N1x /40 danh
cho khéch hang doanh nghiép, t6 chrc.

- 1 x /48 mdi Khach hang 16m
- 1x /56 mdi Khach hang nho

o N2 x /40 mdi PoP : Mdi PoP qui hoach 1 khong gian N1x /40 danh
cho khach hang ca nhan.
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= 1 x/56 modi Customer LAN
- 1 x /64 mdi Customer WAN
c. B x/40 : Khong gian dia chi qui hoach cho cac khach hang PoP Level-2

o M1 x /40 mdi PoP : Mdi PoP qui hoach 1 khong gian M1x /40 danh
cho khach hang doanh nghiép, t6 chrc.

- 1 x /48 mdi Khach hang 16n
- 1 x /56 mdi Khach hang nho

o M2 x /40 mdi PoP : Mdi PoP qui hoach 1 khong gian M2x /40 danh
cho khach hang ca nhan.

= 1x/56 mdi Customer LAN
-« 1 x /64 mdi Customer WAN
d. C x /40 : Khong gian dia chi qui hoach cho cac khach hang PoP Level-3

o L1 x /40 per PoP : M&i PoP qui hoach 1 khong gian L1x /40 danh
cho khach hang doanh nghiép, t6 chtc.

- 1x /48 mdi Khach hang 16n
- 1x/56 mdi Khach hang nho

o L2 x /40 per PoP : Mdi PoP qui hoach 1 khong gian L2x /40 danh
cho khéch hang ca nhan.

= 1x/56 mdi Customer LAN
- 1x/64 mdi Customer WAN
e. D x /40 : Khong gian dia chi du tri.
f. Tinh toan cac tham s

Céac tham s6 A,B,C,D,X,N,M,L duoc néu trén co thé duoc tinh toan, dinh c&

nhu sau:

e A, B, C duogc xac dinh bang téng sé /40 can si dung cho mdi loai PoP
(A>B>C).

e N1,N2,M1,M2,L1,L2 phu thudc vao sé luong khach hang caa mdi loai PoP
(N1>M1>L1 & N2>M2>L2).

e Tong (N1 x /40 + N2 x /40) ciia moi PoP Level-1 = A x /40.
e Tong (M1 x /40 + M2 x /40) cua moi PoP Level-2 = B x /40.
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e Tong (L1 x /40 + L2 x /40) ctia moi PoP Level-3 = C x /40.

2. Vi du chi tiét

Mot 1 ISP duoc cap phat 1 khong gian dia chi: 2406:6400::/32. ISP qui hoach
khéng gian dia chi /32 dugc phan bé nhu sau:

v Truong hop 1: ISP phat trién khach hang truy cap internet.

v' Trudng hop 2: ISP phét trién khach hang truy cap internet va dich vu luu trix

trung tam dir liéu.

a. ISP phat trién khach hang truy cap internet.

Bang 1: Phan chia dia chi cip 1 cho ha tang mang va khach hang

Block# Prefix Description Reverse Domain SOR [Registration
1 2406:6400::/32 Parent Block 0.0.4.6.6.0.4.2.ip6.arpa. N/A APNIC
2 2406:6400:0000:0000::/33  |Infrastructure + DC + CS P2P + Cust net|7~0.0.0.4.6.6.0.4.2.ip6.arpa.[x8] No Optional
3 2406:6400:8000:0000::/33 [Customer network f~8.0.0.4.6.6.0.4.2.Ip6.arpa. [x8] Not yet Optional

Bang 2: Phan chia dia chi cap 2 cho ha tang mang

Block# Prefix Description Reverse Domain SOR |Registration
2 2406:6400:0000:0000::/33|Infrastructure + DC + CS P2P + Cust |7~0.0.0.4.6.6.0.4.2.ip6.arpa N/A Optional
4 2406:6400:0000:0000::/48 |Loopback, Transport & P2P [Infra]

5 2406:6400:0001:0000::/48 |CS P2P

6 2406:6400:0002:0000::/48 |CS P2P

7 2406:6400:0003:0000::/48 |CS P2P

B 2406:6400:0004:0000::/48 |CS P2P

9 2406:6400:0005:0000::/48 |DC (DNS, Mail, WWW, Hosting Cust)

10 |2406:6400:0006:0000::/48 [DC (DNS, Mail, WWW, Hosting Cust)

11 |2406:6400:0007:0000::/48 [DC (DNS, Mail, WWW, Hosting Cust)

12  |2406:6400:0008:0000::/48 [DC (DNS, Mail, WWW, Hosting Cust)

13 2406:6400:0009:0000::/48

14 |2406:6400:000A:0000::/48 [Customer network

15  |2406:6400:0008:0000::/48 [Customer network

16 |2406:6400:000C:0000::/48 [Customer network

17  |2406:6400:0000:0000::/48 [Customer network

18 |2406:6400:000E:0000::/48 [Customer network

19 2406:6400:000F:0000::/48 Customer network
2406:6400:7FFF:0000::/48 CLsmmer network

Bang 3: Phén chia dia chi chi tiét cho loopback, van chuyén va ha ting mang WAN

Block# Prefix Description Reverse Domain SOR Registration
4 2406:6400:0000:0000:: /48 | Loopback, Trans, Infra WAN|0.0.0.0.0.0.4.6.6.0.4.2.ip6.arpa. Optional
32773 [2406:6400:0000:0000::/64 Loopback No Na
32774 |2406:6400:0000:0001::/64
32775 |2406:6400:0000:0002::/64 Transport No No
32776 |2406:6400:0000:0003::/64 No Nao
32777 |2406:6400:0000:0004::/64 No No
32778 |2406:6400:0000:0005::/64 Infra WAN No No
32779 |2406:6400:0000:0006::/64 Infra WAN No No
32780 |2406:6400:0000:0007::/64 Infra WAN No No
32781 [2406:6400:0000:0008::/64 [Infra WAN No No
32782 |2406:6400:0000:0009::/64 Infra WAN No No
32783 |2406:6400:0000:000a::/64 Infra WAN No No
32784 |2406:6400:0000:000b::/64 |Infra WAN No No
32785 |2406:6400:0000:000c::/64 Infra WAN No No
32786 |2406:6400:0000:000d::/64  |Infra WAN No No
32787 |2406:6400:0000:000e::/64 Infra WAN No No
32788 |2406:6400:0000:000f::/64 Infra WAN No No
2406:6400:0000:ffff::/64 Infra WAN No No
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Bang 4: Phan chia dia chi chi tiét cho khach hang

Block# Prefix Description Reverse Domain SOR |Registration
3 2406:6400:8000:0000::/33
2406:6400:8000:0000::/48 |Customer 1 0.0.0.8.0.0.4.6.6.0.4.2.ip6.arpa. _|Yes Yes
2406:6400:8001:0000::/48 |Customer2 1.0.0.8.0.0.4.6.6.0.4.2.ip6.arpa. _|Yes Yes

2406:6400:8002:0000::/48

2406:6400:8003:0000::/48

2406:6400:8004:0000::/48

2406:6400:8005:0000::/48

2406:6400:8006:0000::/48

2406:6400:8007:0000::/48

2406:6400:8008:0000::/48

2406:6400:8009:0000::/48

2406:6400:800A:0000::/48

2406:6400:8008:0000::/48

2406:6400:800C:0000::/48

2406:6400:8000:0000::/48

2406:6400:800E:0000::/48

2406:6400:800F:0000::/48

2406:6400:FFFF:0000::/48

b. ISP phat trién khach hang truy cip internet va dich vu hru trir trung

tam dir ligu.

Bang 1: Phan chia dia chi m&c cao nhit cho ha tang mang va khach hang

Block# Prefix Description Reverse Domain SOR__| Registration
1 2406:6400::/32 Parent Block 0.0.4.6.6.0.4.2.ip6.arpa. N/A APNIC
2 2406:6400:0000:0000::/36 |Infrastructure + DC 0.0.0.4.6.6.0.4.2.ip6.arpa. No Optional
3 2406:6400:1000:0000::/36 |Customer network 1.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
4 2406:6400:2000:0000::/36 |Customer network 2.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
5 2406:6400:3000:0000::/36 |Customer network 3.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
6 2406:6400:4000:0000::/36 |Customer network 4.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
7 2406:6400:5000:0000::/36 |Customer network 5.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
8 2406:6400:6000:0000::/36 [Customer network 6.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
9 2406:6400:7000:0000::/36 [Customer network 7.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
10 [2406:6400:8000:0000::/36 |Customer network 8.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
14 | 2406:6400:9000:0000::/36 |Customer network 9.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
12 [2406:6400:2000:0000::/36 |Customer network a.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
13 [2406:6400:b000:0000::/36 |Customer network b.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
14 |2406:6400:c000:0000::/36 |Customer network c.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
15 |[2406:6400:d000:0000::/36 |Customer network d.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
16 |2406:6400:e000:0000::/36 |Customer network e.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
17 |2406:6400:f000:0000::/36 |Customer network f.0.0.4.6.6.0.4.2.ip6.arpa. | Not yet Optional
Bang 2: Phan chia dia chi chi ti¢t cho ha tang mang
Block# Prefix Description Reverse Domain SOR Registration
2 2406:6400:0000:0000::/36 |Infrastructure 0.0.0.4.6.6.0.4.2.ip6.arpa. No Optional
18 |2406:6400:0000:0000::/40 Loopback, Transport & WAN [Infra+CS]|0.0.0.0.4.6.6.0.4.2.ip6.arpa. No Optional
19 2406:6400:0100:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) 1.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
20 2406:6400:0200:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) 2.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
21 2406:6400:0300:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) 3.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
22 |2406:6400:0400:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) 4.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
23 |2406:6400:0500:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) 5.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
24 |2406:6400:0600:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) 6.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
25 2406:6400:0700:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) 7.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
26 |2406:6400:0800:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) 8.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
27 |2406:6400:0900:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) 9.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
28 [2406:6400:0a00:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) a.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
29 [2406:6400:0b00:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) b.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
30 |[2406:6400:0c00:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) ¢.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
31 [2406:6400:0400:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) d.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
32 [2406:6400:0e00:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) €.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
33 |2406:6400:0f00:0000::/40 DC (DNS, Mail, WWW, Hosting Cust) f.0.0.0.4.6.6.0.4.2.ip6.arpa. No Recommended
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Bang 3: Phan chia dia chi chi tiét cho loopback, transport va WAN

Block# Prefix Description Reverse Domain SOR Registration
18 |2406:6400:0000:0000::/40 |Loopback, Transport & Infra WAN |0.0.0.0.4.6.6.0.4.2.ip6.arpa.
19 [2406:6400:0000:0000::/48 Loopback, Transport, Infra WAN No Recommended
20 2406:6400:0001:0000::/48 Customet poing-to-point Link No Recommended
21 2406:6400:0002:0000::/48 Customet poing-to-point Link No Recommended
22 2406:6400:0003:0000::/48 Customet poing-to-point Link No Recommended
23 2406:6400:0004:0000::/48 Customet poing-to-point Link No Recommended
24 [2406:6400:0005:0000::/48 Customet poing-to-point Link No Recommended
25 |2406:6400:0006:0000::/48 Customet poing-to-point Link No Recommended
26 |2406:6400:0007:0000::/48 Customet poing-to-point Link No Recommended
27 [2406:6400:0008:0000::/48 Customet poing-to-point Link No Recommended
28 |2406:6400:0009:0000::/48 Customet poing-to-point Link No Recommended
29 12406:6400:000A:0000::/48 Customet poing-to-point Link No Recommended
30 2406:6400:000B:0000::/48 Customet poing-to-point Link No Recommended
31 2406:6400:000C:0000::/48 Customet poing-to-point Link No Recommended
32 2406:6400:000D:0000::/48 Customet poing-to-point Link No Recommended
33 [2406:6400:000E:0000::/48 Customet poing-to-point Link No Recommended
34 [2406:6400:000F:0000::/48 Customet poing-to-point Link No Recommended
275 [2406:6400:00FF:0000::/48 Customet poing-to-point Link No Recommended

Bang 4: Phan chia dia chi chi tiét cho loopback, transport va ha tang mang WAN

Block# Prefix Description Reverse Domain SOR Registration
19 2406:6400:0000:0000::/48 |Loopback, Transport & Infra WAN |0.0.0.0.4.6.6.0.4.2.ip6.arpa. Optional
276 |2406:6400:0000:0000::/64 Loopback No No
277 |2406:6400:0000:0001::/64
278 |2406:6400:0000:0002::/64  [Transport No No
279 |2406:6400:0000:0003::/64 No No
280 |2406:6400:0000:0004::/64 No No
281 2406:6400:0000:0005::/64 Infra WAN No No
282 |2406:6400:0000:0006::/64 Infra WAN No No
283 |2406:6400:0000:0007::/64 Infra WAN No No
284 |2406:6400:0000:0008::/64 Infra WAN No No
285 |2406:6400:0000:0009::/64 Infra WAN No No
286 |2406:6400:0000:000a::/64 Infra WAN No No
287 |2406:6400:0000:000b::/64 Infra WAN No No
288 |2406:6400:0000:000c::/64 Infra WAN No No
289 [2406:6400:0000:000d::/64 Infra WAN No No
290 |2406:6400:0000:000e::/64 Infra WAN No No
291 |2406:6400:0000:000f::/64 Infra WAN No No

65811 [2406:6400:0000:ffff::/64 Infra WAN No No

Bang 5: Phan chi cu thé cac block cho khach hang
Block# Prefix Description Reverse DNS SOR Registration
3 2406:6400:1000:0000::/36 |Customer network

2406:6400:1000:0000::/48 |Customer 1 Yes Yes
2406:6400:1001:0000::/48 [Customer 2 Yes Yes
2406:6400:1002:0000::/48

2406:6400:1003:0000::/48

2406:6400:1004:0000::/48

2406:6400:1005:0000::/48

2406:6400:1006:0000::/48

2406:6400:1007:0000::/48

2406:6400:1008:0000::/48

2406:6400:1009:0000::/48

2406:6400:100a:0000::/48

2406:6400:100b:0000::/48

2406:6400:100c:0000::/48

2406:6400:100d:0000::/48

2406:6400:100e:0000::/48

2406:6400:100f:0000::/48

2406:6400: 1fff:0000::/48
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